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Copyright
Copyright © 2019 OSSI, LLC All rights reserved.

Information in this document is subject to change without notice.
The software described in this document is furnished under a
license agreement or nondisclosure agreement. The software may
be used or copied only in accordance with the terms of those
agreements. No part of this publication may be reproduced,
stored in a retrieval system, or transmitted in any form or any
means electronic or mechanical, including photocopying and
recording for any purpose other than the purchaser’s use without
the written permission of OSSI.

0SS, LLC

10125 S 52nd St.
Franklin, WI 53132-8677
ossi-usa.com

Telephone: (262) 522-1870
Toll Free: (888) 488-2623
Fax: (262) 522-1872

Trademarks

Intelli-Site® is registered in U.S. Patent & Trademark Office.

All other registered and unregistered trademarks are the sole
property of their respective owners.
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Technical Support Assistance

OSSI, LLC Headquarters

0SS, LLC

10125 S 52nd St.
Franklin, WI 53132-8677
(262) 522-1870

(888) 488-2623

Technical Support

Technical support is available via telephone or email. Contact
Technical Support 8:00 AM to 5:00 PM Central Standard time. If
calling after hours, please leave a detailed voice mail message,
and someone will return your call as soon as possible.

Email: support@ossi-usa.com
Phone: (888) 488-2623

When calling, please be at the computer prepared to provide the
following information:

e Product version number, found by selecting the E&4About
button from the Intelli-Site Application Menu.

e The type of computer being used including, operating

system, processor type, speed, amount of memory, type of

display, etc.

Exact wording of any messages that appear on the screen.

What was occurring when the problem was detected?

What steps have been taken to reproduce the problem?

It is highly recommended that the user generate a support

package for transmission to Intelli-Site technical support

staff. To generate the package, run the Intelli-Site

Configuration Utility. Create Support Package... is the last

option in the Tools menu.
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1 Introduction

Intelli-Site supports ENGAGE™ Technology NDE and LE Series
Wireless Locks through an ENGAGE™ Gateway.

This integration was written using the SAM API.

Managing Gateways and field devices requires the ENGAGE™
Technology web site and the ENGAGE™ app on a handheld device.
Initializing these devices and adding them to Intelli-Site is a
delicate dance that must be followed exactly.

Note: Failure to follow the provided instruction is the order given may
mean the integrator must reset all field devices to factory settings
and begin the integration again.

This guide explains using the Allegion ENGAGE™ Gateway with
Intelli-Site Security Management Software.
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2 Installation Guide

The Allegion ENGAGE™ Gateway drivers in Intelli-Site must be
installed. No external software is needed on the host computer.

If Intelli-Site has been installed without the Allegion ENGAGE™
Gateway drivers, run the Intelli-Site installer again and select
Modify.

During the installation or modify installation process, you are
presented with the Select the drivers you want to install
window.

Intelli-5ite - InstallShield Wizard oo

Select the drivers you want to install. v

Select the drivers you want to install, and deselect the drivers you do not want to install.

Accutech Driver
Allegion Driver
Aiphone-TX W
Allen Bradley
Axis Media Control
Compass Driver
Digital Watchdog Driver
exacqgVision Driver
HikVision Driver

Select all Clear all

Figure 1 - Select the drivers you want to install

Ensure the Allegion Driver option is checked then continue with
the installation or modification.

Before any Allegion drivers are added to the Intelli-Site project,

the integrator/end-user must set up an Allegion ENGAGE™
Technology account if one does not exist already.

Copyright © 2019 OSSI, LLC 9
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3 ENGAGE™ Technology by Allegion

Before an Allegion driver can be added to Intelli-Site, there a
couple requirements.

e Gateway and field devices must be in their factory reset
state.

e A valid account in the ENGAGE™ Technology by Allegion
portal

3.1 Gateways and Field Devices

ENGAGE™ Technology by Allegion does not allow an ENGAGE™
site to be taken over by an Alliance Partner. The site must be
created specifically for Intelli-Site, by Intelli-Site, then every
gateway and device may be added to the new site. If the facility
has Allegion hardware already configured using ENGAGE™
Technology, every gateway and device must be factory reset.

3.2 An ENGAGE™ Technology by Allegion Account

If the facility has an existing ENGAGE™ Technology account, it
should be used. Intelli-Site can add a new site to it. If there is not
an account, the following walks through creating one.
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To create an ENGAGE™ Technology by Allegion account, go to the
Allegion Portal at portal.allegionengage.com.

£% Engage Technology by Allegion X = =+

& c @ portal.allegionengage.com/signin

) ENGAGE"

TECHNOLOGY

| |Emait

Password

Forgot Password?

Need an Account? Create
Account

we.
ALLEGION'

i I L..am“-' serir

e

mull C Tarmc and Conditio

-

Figure 2 - portal.allegionengage.com/signin

Click Create Account. The Sign Up for a New Account window

displays.

Copyright © 2019 OSSI, LLC
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Sign Up fora New Account

Email

m !
Address e.g. myname@example.n

Password

Confirm
Password

First
Name

Last
Name

[ 1 have read and accept the Terms and
Conditions.

“

Figure 3 - Sign Up for a New Account window

Fill in all the fields following the Allegion’s password re(iuirements.
Read the Terms and Conditions. Check the box. Click

Your account has been created x

A verification message was sent to your email
address. Click on the verification link in the email
message to activate your account.

After verification you can login using the ENGAGE
mobile application.

Figure 4 - window

When you activate your account and login, the following displays.
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£§ Engage Technology by Allegion X 4

<« C @ portalallegionengage.com/Profile/SwitchCustomer

YENGAGE' it
Manage Sites

You currently have O sites available.

Customer Name Role Activate Delete

Figure 5 - ENGAGE™ Technology Portal website

WARNING: Do NOT create a site.

Any sites created on the portal cannot be used by an Alliance
Partner. Intelli-Site will create the site it uses.

Now that there is a valid ENGAGE™ account, we can now proceed
to adding the hardware to Intelli-Site.

Copyright © 2019 OSSI, LLC 13
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4 3Hardware Management View

The Allegion Driver, Allegion ENGAGE™ Gateway, and lock panels

are best configured in zIHardware Management View. Once
configured, the panels can be easily monitored and controlled
using their panel control screens.

4.1 Setup

Setting up the Allegion Driver and panels is a delicate dance that
must be precisely followed. If not, you risk having to reset all the
field devices to factory and starting over. See ENGAGE™
Technology by Allegion to ensure everything is in order to begin
adding Allegion to the project.

The process is:

Add an Allegion driver

Add an ENGAGE™ site to it

Manage the site’s default settings and operators
Configure Allegion field devices using the ENGAGE™ app
Add a Gateway

Add panels (locks/field devices) to the Gateway

A ol ol

4.1.1 Add an Allegion Driver

Adding a Allegion Driver is simple, but important. Without it, no
communication with the Allegion ENGAGE™ Gateway panels can
occur.

Launch the Desktop Client and login.

Hardware is managed in the 2IHardware Management View.
If you are not in “JHardware Management View (Figure 2),
click on Men - and select .
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comornevensauarers | pem Aen

Az Descrption Status Priorty Date Time Count  Card No.  Acked By

Menu - License Valid, expires: Wednesday, January 1, 2020 SMA expires: Wednesday, January 1, 2020

Figure 6 - BHardware Management View

To add the Allegion driver, click . The
Choose Driver Type dialog displays.

& Choose Driver Type d

Mote: A driver is not specific to an area, panels are. [t will appear
in all areas until a panel has been added to it. The driver will then
display only in the area to which its panels belong.

Driver Type: |A“'39_'°“ N |

[ok ]| concal |

Figure 7 - Choose Driver Type Dialog

Select the Allegion from the Driver Type drop-down menu in the

Choose Driver Type dialog. Click [ o< 1 Anew Allegion driver
icon is added to the screen and its properties dialog opens.
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Allegion ENGAGE™ Gateway Panel Guide

Is [1070] New Allegion Driver x>
Properties Card Config
Name: | NEVENE LI 1D: |1070 =
User Level: | All Access ~
Notes: Site: Select Site
Manage Site
Add Gateway
Enabled:
Default Retry Start Delay:
Retry Start Delay: (13 % Polling Rate: 3000 =
Panel List: Computer List: [4] LATWin10
Cance

Figure 8 - Allegion Driver Properties Dialog

Please change the Name of the driver to reflect the use and/or
location of the panels that this driver will manage. Do NOT close
this dialog. The next step is to add an ENGAGE™ Site to it.

Note: For an explanation of all of the driver properties, see Allegion Driver
Node.

4.1.2 Add an ENGAGE™ Site to the Driver

In section ENGAGE™ Technology by Allegion, we said Intelli-Site
will create the site. In the Driver Properties dialog, click the

>eectste | putton. The Allegion Login dialog displays.
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& Allegion Login *
Username: | |
Paszword: | |

Cancs

Figure 9 - Allegion Login dialog

Enter the ENGAGE™ username and password then click the
button. Intelli-Site uses the supplied credentials to login
to the ENGAGE™ portal and load the available sites.

Note: The Desktop Client remembers the Allegion credentials for the
duration of the session, but they are not saved in the project. When

you log out of the Desktop Client or exit it, the credentials are
forgotten.

&¥ Select Site x

5ite; | <none=

Create Mew Site

Mame: |NE‘W Site

Corcs

Figure 10 - Select Site dialog

The Site drop-down menu is currently empty because this is the
first Allegion driver in this project. The list will only contain those
sites created for and by Intelli-Site in this current project. The only
option available is to Create New Site. Type in the name for the
ENGAGE™ Site in the Name field.
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& Select Site >

Site; | <none>

Create Mew Site

Mame: | Q55 University |

Cancel

Click the button. The dialog closes and Intelli-Site creates
the ENGAGE™ Site. The name of the Site displays in the Site field
on the Properties tab of the Driver Properties dialog.

L= [1070] Franklin Dorms Allegion Driver >
Properties  Card Config
Name: |Franklin Dorms Allegion Driver ID: |1070 =
User Level: | All Access ~
Motes: Siter | OS5I University
Manage Site
Add Gateway
Enabled:
Default Retry Start Delay:
Retry Start Delay: |15 |3 Polling Rate: 3000 |2
Panel List: Computer List: [4] LATWin10
0K Cancel

Figure 11 - Properties dialog after a site has been selected

It is important to save immediately. Click the [ Tputton.
There is a lot of information that was created behind the scenes
to support the Site. Losing that information is what we term “bad”.
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WARNING: If the last Allegion driver in an ENGAGE™ Site is deleted, all
the Site information is deleted as well. The process will have to
begin from scratch including factory reset of all gateways and
devices.

Returning to the ENGAGE™ Technology portal in a web browser,
we find that the site we created, OSSI University, cannot be
managed via the portal. Intelli-Site is the Alliance Partner. You do
need the ENGAGE™ mobile app to commission and configure
devices and gateways.

alegion x|+

<« C @ portalallegionengage.com/landing/nonengagemanaged

EENGAGE" 0SSIUNIVERSITY - B
ALLEGION

ECHNOLOGY

The devices in OSS/ University are being managed with software from one of our Alliance Partners.
Use the free ENGAGE™ mobile app to commission and configure devices in this site.

Get the ENGAGE™ mobile app from the iTunes App Store (I0S)

Get the ENGAGE™ mobile app from the Google Play Store (Android)

© 2019 Schlage Lock Company LLC  Terms and Conditions

Figure 12 - ENGAGE™ Technology Portal showing the OSSI University Site
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4.1.3 Manage the ENGAGE™ Site Settings

Now that the Site has been created, we can manage the
ENGAGE™ operators and set the default value. In Hardware

Management View.

Site: Corporate Headquarters ~| ... Area: Area

C—

Franklin
Dorms
Allegion

Figure 13 - Hardware Management View: Allegion driver

Note: This section is optional. If there are no other ENGAGE™ operators or
if the Allegion ENGAGE™ defaults are acceptable, you may skip this
section and proceed to Commission Allegion Field Devices using the

ENGAGE™ app.
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Right-click on the Allegion driver icon and select Driver Properties.
Click the button. This may take a bit as the Site
information is downloaded from the ENGAGE™ Technology portal.
The Manage Site dialog displays.

& Manage Site X
Site Name: | 055l University

Operators: Invite Operator

Email Role First Name Last Name

Email: | |

latassin@ ossi-usa.com SiteAdmin  Lori

Delete Operator

Device Defaults Reader Defaults
DaieTie |nde vl Credential Types Accepted
Settings: Prox: Smart Card:
Schlage (HID): 14443 UID (CSN): [
Key Value C3 )
GE/Cask [ 14443 Secure MiFare:
GE 4001: 14443 Secure MiFare Plus:
daRelockDel 30
araTeneeEy GE 4002 14443 EV1 (NOC):
p.nroppedDoorTrlgger 20 AWID: 13693 UID (CSN):
firstPersonin falze iClass 40 Bit UID (CsN): (]
beeper true

failMode Secure Reader Sensitivity:
commFailMode Asls
-Save

lockType Storeroom

wifiAlertEn true

jagsectors 4

cntriDecTimeout 50 7
< >

[ ok ]| cancel

Figure 14 - Manage Site dialog
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4.1.3.1 Operators
Operators are the authorized ENGAGE™ accounts. The first

operator in the list is the SiteAdmin who created the Site.
Additional operators can be invited if needed.

@ Manage Site X

Site Name: | 055l University

Operators: (Invite Operator
Email Role First Name Last Name ]
Role: |Operator ~
Invite
Device Defaults Reader Defaults
Deviceipe R » Credential Types Accepted
Settings: Prox: Smart Card:
Schlage (HID): 14443 UID (CSN): [
Key Value C3 )
eodkDely 3 R e
relockDelay GE 4001: 14443 Secure MiFare Plus:
daRelockDel 30
St d GE 4002: 14443 EV1 (NOC):
"_'”ppEdDWT”gge' 2 AWID: 15693 UID (CSN):
firstPersonln false iClass 40 Bit UID (CSN): 0
beeper true
failMode Secure Reader Sensitivity: | norm ~
commFailMode Asls
Save
lockType Storeroom
wifiAlertEn true
jagsectors 4
cntriDecTimeout 50 v
< >
Save

Figure 15 - Invite Operator group box of the Manage Site dialog

Enter the email address of the operator, select the desired role for
this operator, Administrator, Manager, or Operator, then click the

It | putton. An invitation will be emailed.
When the invitee follows the instructions in the email, the new

operator will appear in the Operators table when the dialog is
opened again.
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Site Name: | 055! University

Operators:

Email Role First Mame Last Mame

5i-Us3.com Sitefdmin  Loni

Delete Operator

Figure 16 - Operators table
4.1.3.2 Device Defaults

Set the device defaults for the different ENGAGE™ device types.
The device from the Device Type drop-down. The current default
settings for the selected device type are displayed in the Settings
table.

Note: Only Device Types nde, lems, lemd, lemb, lebms, lebmd, and lebmd
are supported by Intelli-Site.

@ Manage Site X

Site Name: | 055! University

Operators:

Invite Operator

Email

latassin@ ossi-usa.com

Role

SiteAdmin

First Name

Lori

Last Name

Email: |

Delete Operator

' Device Defaults

‘ Reader Defaults

\_

)

Device Type: | nde » | Credential Types Accepted
Settings: Prox: Smart Card:
Schlage (HID): 14443 UID (CSN: (]
Key Value 2 )
GE/cask [ 14443 Secure MiFare:
GE 4001z 14443 Secure MiFare Plus:
adaRE"kae'a”f 0 GE 4002: 14443 EV1 (NOC):
proppedDoorTrigger 20 AWID: 15603 UID (CSN):
firstPersonin false iClass 40 Bit UID (CSN): []
beeper true
failMode Secure Reader Sensitivity:
commFailMode Asls
lockType Storeroom
wifidlertEn true
JjagSectors 4
cntriDecTimeout 50 ]
<

[ ok ]| cancel

Figure 17 - Device Defaults group of the Manage Site dialog
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After changing the device defaults click the *** button below the
Settings table.

4.1.3.3 Reader Defaults

Set the reader defaults for the ENGAGE™ readers. Choose the
accepted credential types and the reader sensitivity.

@ Manage Site X
Site Name: | 055! University
Operators: Invite Operator
Ermail Role First Name Last Name
Role: | Operator ~
Invite
Device Defaults (ReaderDe‘FauIts \
Device Type: |nde » Credential Types Accepted
Settings: Prox: Srnart Card:
Schlage (HID): 14443 UID (CsNy: [
Key Value 2 )
GE/Cask [ 14443 Secure MiFare:

GE 4001: 14443 Secure MiFare Plus:
adaRelockDelay 0 GE 4002: 14443 EV1 (NOC):
proppedDoorTrigger 20 AWID: 15693 UID (CSN):
firstPersonin falze iClass 40 Bit UID (CSN): 0
beeper true
failMade Secure Reader Sensitivity: | norm ~
commFailMode Asls

Save
lockType Storeroom \ )
wifillertEn true
jagSectors 4
cntriDecTimeout 50 ]
< >

Save

Figure 18 - Reader Defaults group of the Manage Site dialog

Note: Ensure the Credential Types are limited to the specific credential
types used at your facility. The more possible credential types, the
longer the reader takes to process a card read.

After changing the reader defaults click the "*** button below the
Reader Defaults group.

Now that the default values are set, we can move on to adding
field devices using the ENGAGE™ app.
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4.1.4 Commission Allegion Field Devices using the ENGAGE™
app

Before a field device can be added to Intelli-Site, it must be added
to the ENGAGE™ Site. This is done using a handheld device with
WiFi and the ENGAGE™ mobile app. The ENGAGE™ app can be
installed using the appropriate app store for the handheld device.

This example will walk through adding one ENGAGE™ Gateway,
an LE Series Wireless Lock, and an NDE Series Wireless Lock.

Note: This example assumes all the Gateways and Locks are at their
factory settings. If your devices are not, that is step one.

4.1.4.1 Add an ENGAGE™ Gateway to the ENGAGE™ App
Ensure the ENGAGE™ Gateway is on the network and has an IP

Address. This is how Intelli-Site will communicate with the
Gateway.

Copyright © 2019 OSSI, LLC 25
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On the handheld device, login to the ENGAGE™ portal.

2:22 PM 7 9 78% =)

Q_ Search Devices

s- Sh = O»

El 0/

=19
Devices My Team Sites My Account Help

Figure 19 - ENGAGE™ Devices screen

Tapping on the icon in the ribbon at the bottom of the screen
changes to the Sites screen.
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all AT&RT =

Q_ Search Site

OSSI University

7 @ 78% mm |

+

Bk

Devices My Team Sitesr

My Account

gl
=@
07
Help

Figure 20 - ENGAGE™ Sites screen

Our site, OSSI University, is in the list of sites. Tapping on our site

returns us to the Devices screen.

Tap on to
displays.

Copyright © 2019 OSSI, LLC
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wll ATRT =

Cancel

Select a device type

Control Lock
BE467/FE410

CTE

Exit Device
RM/RU

Gateway
GWE
=
= g\ LEMB/LEMS/LEMD

' MT20W

Figure 21 - ENGAGE™ Select a device type dialog

Tap on Gateway. The software will search for the Gateways in the
vicinity. The Select a Gateway dialog displays.
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wll ATRT =

Back

Select a Gateway

ENGAGE Gateway
B100000000003C64

e —
Figure 22 - ENGAGE™ Select a Gateway dialog

Tap on the gateway to be added. The screen changes to Is the
light blinking on the device?

Copyright © 2019 OSSI, LLC 29
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all ATRT =

No

Is the light blinking on
the device?

Figure 23 — ENGAGE™ Is the light blinking on the device?

Yes

One assumes it is. Click . The ENGAGE™ portal configures
the Gateway. While it does so, a Please wait... screen displays.
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all ATRT =

No

Please wait...

Figure 24 — ENGAGE™ Please wait...

When the device has been added to the ENGAGE™ Site, you are
prompted to name it.
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all ATRT =

Back

Give the device a name

DEVICE NAME

Figure 25 — ENGAGE™ Give the device a name

Next
Type in the name and click - The Select Gateway
Communication Mode screen displays.
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Select Gateway
communication mode

e —

Figure 26 — ENGAGE™ Select Gateway communication mode screen

Tap on |—| Then select the IP

Configuration for your facility. If the Gateway is behind a firewall,
click the slide.
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IP Configuration

IP Behind Firewall

Zero Config Static IP

Figure 27 — ENGAGE™ IP Configuration screen

. ENGAGE™ reloads the device configuration.
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Preparing your device

Reloading device configuration...

S
Figure 28 - ENGAGE™ Preparing your device screen

Once reloaded, you're prompted to link the device.

Copyright © 2019 OSSI, LLC
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2:43 PM

Figure 29 — ENGAGE™ Link Device

[ o ]
Tap . The app scans to find

available devices to link. When the scan is done, it displays the
list.
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all AT&RT = 2:45 PM v @ 74% wA |

All Devices In Range -|—

Q_ Search Devices

Franklin Dorms Gateway
B100000000003C64

o L=

=219
Devices My Team Sites

My Account Help

Figure 30 - ENGAGE Device List

Tap on the Gateway. The app displays the Gateway
Management screen. While the app is connecting to the device,
the various buttons are disabled.
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ull ATRT = 2:45 PM v @ 74% A

{ Back Franklin Dorms Gateway

& Linked Devices

:= Audits

(tJ Update Firmware

£ Settings

ﬁ{ Site Survey

; == IR\

- : =: EC &
g E=l2l = o/

Devices My Team Sites My Account Help

Figure 31 - ENGAGE Connecting to device...

If the operator has access to a button, it will be enabled as the
data is loaded.
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all ATRT = 2:32 PM v @ 74% A

{ Back Franklin Dorms Gateway

& Linked Devices

= Audits

(f Update Firmware

R Settings

}ﬁ Site Survey

Connected

s' , =9 <

Devices My Team Sites My Account Help

Figure 32 - ENGAGE Connected

£ Settings
Select . The settings display.

[
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all AT&RT = 2:36 PM 7 @ 74% = )

< Back Settings SEWV

DEVICE INFORMATION

Name Franklin Dorms Gateway
Model GWE
GENERAL

Host Properties

Advanced

Connected

- =

=219
Devices My Team Sites My Account Help

Figure 33 - ENGAGE Gateway Settings

Tap Advanced and scroll to verify the settings are correct. Write
down the IP address.

Note: Remember the IP addresses of all the Gateway devices. You’ll need
this later when adding the Gateways to Intelli-Site.

4.1.4.2 Add Allegion NDE/LE Locks to the ENGAGE™ App

_|_
On the Device list screen, tap . to add a device. The Select a

device type dialog displays.
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al ATRT =

Cancel

Select a device type

Control Lock

BE467/FE410

CTE

Exit Device

RM/RU

Gateway
GWE
L =
- _g» LEMB/LEMS/LEMD

l MT20W

Figure 34 - ENGAGE™ Select a device type dialog
Locate the lock type in the list of device types and select it.

You will see a notification prompting you to turn and release the
interior lever of the lock. The reader should beep once. Press OK
on the notification.

Note: If the reader does not beep when you turn and release the interior
lever, this means that either the batteries are low or the lock requires
a factory reset. You may also see a ‘No devices detected’ message.
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A Select an LE (or NDE) Lock screen displays. Your lock should
be in the list. Select the lock that you are adding. Another
notification dialog will display prompting you to check the reader
LED. It should be flashing RED. Timing is important. You have 30
seconds to confirm it is blinking red. Otherwise, communication to
the lock will time out. Press Yes on the notification dialog on the
handheld device if it is blinking. The lock is added to the app.

The locks device information screen displays. Enter a name for the

lock then press . Skip the WiFi option and press Finish.
The lock will now be added to the app and you are currently
connected to it. Tap Disconnect.

Repeat this for every lock. After all the field device (Gateways and

locks) are added in the ENGAGE™ app, they will appear on the
Devices screen.
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Wl AT&T =

All Devices

3:08 PM 7 @ 70% |

Q_ Search Devices

B100000000003C64

LE101
F10000000F137880

NDEStorage100a
A10000000F13EBF4

Devices My Team

Franklin Dorms Gateway

e ) +

My Account Help

Figure 35 - ENGAGE™ Devices screen

The locks need to be linked to the Gateway. Tap on the Gateway

device to connect to it. Tap on

is empty as no locks have been linked. Tap

& Linked Devices

. The list

to link a device.

A Select a device to link screen displays.
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Select a device to link

ndeStorage100a : NDE
a10000000f13ebf4

LE101: LE
f10000000f137880

Connected
— =
Y = D Q a
o~ EhE =l 174
Devices My Team Sites My Account Help

Figure 36 -Select a device to link screen

Tap on the lock to link. The app will link the lock to the Gateway.
It takes a little time. Now we return to the Intelli-Site software to
manage the Gateway and locks. When it is done linking, the
screen displays The cevice has bean linked to the Gateway.

44 Copyright © 2019 OSSI, LLC



Allegion ENGAGE™ Gateway Panel Guide

al ATRT 2 99 31%@

The device has been linked to the Gateway

Link Another Device

Connected
o Fd @

Devices My Team Sites My Account Help

Figure 37 - The device has been linked to the Gateway screen

Link Another Device . .
Tap _ to link another device. Repeat

for all devices that should be linked with this Gateway. When

.
done, click .
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all ATRT = 3:11 PM 7 @ 70% wm

£ Franklin Dorms Gateway ==

Update Firmware

n " Y
ﬁ - = ‘ ,’f’

Control Locks LE Locks NDE Locks RM/RU E

Linked Devices
Page last refreshed: 10/01/2019, 03:11 PM

LE101:0
10000000f137880

A

NDEStorage100a : 1

A

a10000000f13ebf4
Connected
£ =
&= HhE |
Devices My Team Sites My Account Help

Figure 38 - Linked Devices screen
The Gateway and field devices can now be added to Intelli-Site.
4.1.5 Add an Allegion ENGAGE™ Gateway to Intelli-Site

Now that the field devices are commissioned, it's time to add the
Allegion ENGAGE™ Gateway panel(s) to Intelli-Site. In

Hardware Management View, right-click on the Allegion
driver and select Driver Properties.
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L& [1070] Franklin Dorms Allegion Driver x>
Properties Card Config
e lIFranklin Dorms Allegion Drive 1D: |1070 =
User Level: | All Access ~
MNotes: Site: | OS5l University Select Site
Manage Site
Add Gateway
Enabled:
Default Retry Start Delay:
Retry Start Delay: (13 % Polling Rate: 3000 =
Panel List: Computer List: [4] LATWin10
Cance

Click the A%&== | tton. The Select Gateway and Area dialog
displays.

¥ Select Gateway and Area >

Gateway: |<none> w

(Gateway Address can be found in the ENGAGE app,
Settings -> Advanced, scroll to the bottom)

Address: (192,168.1.1

Area for the newly created gateway:

Site: Corporate Headquarters w
Area: | Area ~
Cancel

Figure 39 - Select Gateway and Area dialog

Locate the desired Gateway in the Gateway drop-down menu.
Type in the IP address for the specific Gateway in the Address
field. Set the Site and Area for the Gateway. This is the Intelli-
Site Site and Area. Logic dictates the ENGAGE™ Site should be

similarly named, but not necessarily. Click the [ ok Ibutton.
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Franklin Doms  «
Gateway

Figure 40 - Driver with a Gateway

Franklin
Doms
Allegion

Warning: NEVER DELETE A GATEWAY once it has been added.

Otherwise, you will have to reset it to factory, delete it from the
ENGAGE™ Technology app and basically start all over again. The
gateway will only authorize one set of authorization credentials.
Those credentials were part of the gateway panel and are deleted
when the gateway is deleted in Intelli-Site. The only way to reset
the authorization credentials is to reset the gateway to factory. If
you unlink the locks before resetting, you should be able to link to
the locks again without having to reset them.

4.1.6 Add panels (locks/field devices) to the Allegion ENGAGE™
Gateway in Intelli-Site

Panels (locks/field devices) are added to the Allegion ENGAGE™
Gateway panel in Intelli-Site from within the Gateway’s Quick
Config dialog. Right-click on the Gateway and select Quick Config.

Note: This is vastly different than any other panel with which Intelli-Site
has integrated.
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& Configure Franklin Dorm Gateway *
Properties Settings
Name: |Frank|in Dorm Gateway | Virtual: [] Refresh
Connection Firmware Versions
Address: |192.168.12.146 Main: |1.56.02
Username: | gateway_b100000000003c6:
Password: Bluetooth:  0.0.7
Hardware Information
Main Bootloader: | 2014.10.0.5
Model:
Serial Mumnber:
Manufactured Date:  05/25/2019 Device Status
Version Number 01
— Date/Time:  10/21/201917:08 5  Up Time (days): 000
Days In Uses |20
Download
Add Panels
Apply OK Cancel

Figure 41 - Allegion ENGAGE™ Gateway Quick Config dialog

Note: For more information on all of the fields and properties of an
Allegion ENGAGE™ Gateway panel, see Allegion ENGAGE™

Gateway Panel Node.

Click the 29P=< b tton. The Add Panels dialog displays listing
all available panels (locks/field devices).
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& Add Panels >

HAvailable Panels:

LE101
MDEStorage100a

Cancel

Figure 42 - Add Panels dialog

Notice that all available panels are checked by default. Ensure only
the devices you want to link with the Gateway are checked. Then

click the button.

The panels are added to the project.

Site: Corporate Headquariers ~ .. Area: Area

Figure 43 - Allegion Driver, Gateway, and Locks

Note: Each lock panel has its own Quick Config dialog. For more
information see section Allegion Field Device Panel Quick Config
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4.1.7 Enable the Allegion Driver

At this point, the Allegion ENGAGE™ Gateway panel, Lock panels,
and the Allegion driver are configured, but the driver is not online.
A quick way to know this is that the communication indicator is

grey.

Site: Corporate Headquarters ~ .. Area: Area 4

Frankdin

Dorms
Allegion . NDEStorage 100«
a

—

Figure 44 - Disabled Allegion Driver

Right-click on the driver to open the context menu; select Enable
Driver. The communications indicator will change color to green
when it's online.

Franklin
Dorms
Allegion

Figure 45 - Enabled Allegion Driver

Note: The warning icon on the NDEStoragel00a panel informs the user
there is an issue with the panel that the user should investigate. The
batteries were low.

If for some reason the Engine cannot connect to the Driver Service
or the Driver cannot connect to the Allegion ENGAGE™ Gateway,
the communication indicator will be red.

- Franklin
Doms

Allegion anklin Doms . MNDEStorage 100 «

a

Figure 46 - Enabled Allegion Driver that is not communicating with the Driver
Service
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Franklin
Doms

Allegion Franklin Dorms ~ « . NDEStorage100 «

- > Gateway a

Figure 47 - Enabled Allegion Driver that is communicating with the Driver
Service but NOT the panels

Congratulations! The Allegion ENGAGE™ Gateway is integrated
and ready to use in screen design for uLive View. Screens are
designed in EDesign View.

4.2 Panel Control Screen
Every Allegion ENGAGE™ Gateway panel and field device panel
has a Panel Control Screen. From this screen, the user can
monitor the current state of the panel.

Clicking on the panel icon opens the Panel Control Screen of the
target panel. The content of the screen is dictated by the panel.
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LE101 X

{_ . PANEL STATUS LE1 01 PAMNEL STATUS

OMLINE VIRTUAL

Inputs Alarms

@

@

6 IPB

Door Forced
Door DOTL
Low Battery
Critical Battery

Qutputs
é Magnetic Tamper

Lock Cover Tamper

0000

@ -

RF (BLE) Comm Loss

00000

ELE Tamper
Readers User Access Database
Corrupt
a Reader Audit Buffer Overrun
Legend
.ﬁ Normal .ﬁ Alarm [j) Present £ Card Read ‘

\o

Figure 48 - Sample Allegion ENGAGE™ Field Device Panel Control Screen

The color of the light, red, green, or yellow, indicates the state of
the point. Green is normal or secure, yellow is supervision/trouble,
and red is alarm. Outputs can be set or cleared at the click of a
mouse.

Copyright © 2019 OSSI, LLC 53



Allegion ENGAGE™ Gateway Panel Guide
5 5Access Management View

=JAccess Management View is used to manage all aspects of
access management. Here the user can define Holidays, Time
Zones, Access Entries and Access Sets then download them to the
Allegion ENGAGE™ Gateway and field devices. The user can add
personnel and credentials, assigning access to those credentials,
and download them to the field devices.

Only those aspects of access management that are specific to the
Allegion ENGAGE™ hardware system are examined here.
Including:

Adding Card Function to the Card Data page
Time Zones

Access Entries

Access Sets

Adding personnel and credentials

5.1 Card Function

Allegion ENGAGE™ credentials have different functions. These are
specific to Allegion ENGAGE™; therefore, a new field for the
credential function must be added to the Card Data page.

Note: Undo is not yet implemented. Use the Configuration Utility to create
a support package just in case you need to revert the changes and

start again.

In &<dDesign View, expand Cardholder Control -> Card Data
Screens. Then double-click Card Data to open the screen for
editing.
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Intelli-Site - OS5I University

&

&
B

B

-4 Setup
Constructs
System Layout
-1, Cardholder Control
..., Access Groups
+|I Badges
—-a Card Data Screens
=
+-[Z] Cardholder Image
-[Z] Cardhalder Data
-] Card Data
+-[T] Card Activation
@ Vehice Data
- Mew Card Data Screen
<., Cardholder Groups
+ Time Zones
+ Holiday Groups
" Screen Control

Cardholder Image

Card Data
Card Number:
Emboss Mo:
Site Code:
Card Format:
PIN Mumber:
Days to Log:
Card Type:

Elevator Group:

Long Access:

APE Exempt:

Cardholder Data
First Mame:
Middle:
Last Mame:
Title:
Companiy:
Department
Phane:

Email:

Address:

City:

State:

Zip Code:

Activation

Activate: 18

Expire: 18

October 2019

October 2019

= |
= 4

eSDOESR

1B E

=sh DM

= = E

I
= 1]

= He
=

Alarm Description

Status

Priority Date Time Count  Card Mo.  Acked By

>

Ack Ack Al
Clear Clear All
£
Queue Control
Menu -

License Valid, expires: Wednesday, January 1, 2020 SMA expires: Wednesday, January 1, 2020

Figure 49 - Card Data page

Notice the Card Data group. This is the information specific to a
credential. The card function should be added to this group. The

screen must remain this size or
Management View. This means a bit of finagling must be done
to make room.

it won't fit in LJAccess

Note: Use the

tool to select all of the labels, database fields, and their

group boxes. Believe me. It makes life so much easier.

Once there is enough space for the new field, locate the Card
Function database field by expanding Setup -> Databases ->
<project name> -> Tables -> Card. The last node is Card
Function.
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Intelli-Site - OS5I University

Ack

Clear

Queue Control

Menu -

+ai Secondary Expire Date
it Expire Days
Action Point [D
i Threat Level
" Auto Disable
-/ Grant Long Access Time
/" Event Lock Ovemide Capable
" Access Cost Ovemide Capable
- Escort Vistor Capable
- Building Passback Exemption
i Parking Passback Exemption
-t Card Holder Groups
Activation Group
On Access Output
it Compass Command Group
i User Level
Badge ID
Lost
al: Last Read
Last Reader
Last Read Status
st Created
- | Created By
st Updated
Updated By
= Downloaded
. Downloaded By
+ Download Required
" Low Battery
- # Vacation Days
st Vacation Date

Cardholder Image

Long Access:

Card Mumber:
Emboss Mo:
Site Code:
Card Format:
PIN Number:
Days to Log:
Card Type:

Elevator Group:

Card Data ——

APE Exempt:

Cardholder Data —M8MMM

Middle:
Last Mame:
Title:
Company:

Department

First Name:

Phane: Ext:
Email:
Address:
City:
State: Zip Code:
Activation
Activate: |18 October 2019
Expire: 18 October 2019

Il
- n,
+- =] Personnel i
1= Scheduled Fyent e
Alarm Description Status Priority Date Time Count  Card Mo.  Acked By
Ack Al
Clear All
£ >

License Valid, expires: Wednesday, January 1, 2020 SMA expires: Wednesday, January 1, 2020

Figure 50 - The Card Function database field

Drag and drop the Card Function node onto the Card Data

screen. A screen object group is added to the Card Data screen
and in the Tree.
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Intelli-Site - OS5I University
+-=] Personnel
- Scheduled Event
-2 Vehicle

Distribution Lists

+- il Documentation

i Event Fomatters

+-i= Images
Messages

-8 Popup Queues

+--4 Priorities

+-[E Reports

-5} Sounds
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+£ User Setup
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+ System Layout

E--H, Cardholder Control

i Access Groups

+-|%] Badges

- Card Data Screens

| - Card Data

+-[T] Cardholder Image

+1-[7] Cardholder Data
+-[T] Card Data
+1-[7] Card Activati
H +- i Card Function
| [-ww Vehicle Data
H ' New Card Data Screen
i Cardholder Groups
(1) Time Zones
- Holiday Groups
b @ Screen Control

-~

Cardholder Image

Card Data

Card
Function:
Card Mumber:

Emboss Mo:

Site Code:
Card Format:
PIN Number:
Days to Log:

Card Type:

Long Access:

Elevator Group:

APE Exempt:

Cardholder Data
First Name:
/M\d:ﬂs:
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Title:
Company:
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Phane: Ext:
Email:

Address:

City:

State: Zip Code:
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Activate: |18 October 2019

Expire: 18 October 2019

eSDOESR

1B E
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sprEEmN heErsE hpnC

Status

Priority Date Time

Count  Card No.

Acked By

>
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Ack Ack Al
Clear Clear All
£
Queue Control
Menu -

Figure 51 - Card Function database field added to the Card Data screen

Drag and drop the Card Function node onto the Card Data node
in the Tree to move it. A confirmation dialog pops up to ensure

the user means to move the node. Click . Now make the

screen pretty.

License Valid, expires: Wednesday, January 1, 2020 SMA expires: Wednesday, January 1, 2020

Note: To see every menu item for Card Function in the drop-down menu,
the width of the Control — Card Function screen object must be at least
150. The drop-down arrow will still occlude part of the text when the
longest item is selected, but it is still readable.

When the Card Function is added, it is ready to use in l3Access
Management View.
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Intelli-Site - OS5I University — X
Personnel & Cards  Holidays & Time Zones  Access Sets

Last Name First Name Card Data  Access Badge
Ci Image Ci Data

First Name:
Middle:

Last Mame:

I
e
7
we [
e
7

Card Data
. Department
Card Function:
Site Cods ot |:|
State: Code:
somwe [ (%

Activate: |18 October 2019 [+

Long Access: | APB Exempt: | | Expire: |18 October 2039 [ /-

Elevatar Group:

Card Number

|
(e (] (B [ooke [Semen]  [Sac (G| [kl [AddCadRene
Import Cards... | | Bulk 1oty | [ Download when saved

Alarm Description Status Priority Date Time Count  Cand Mo.  Acked By
Ack Ack Al
Clear Clear Al
< I
Queue Control
Menu - License Valid, expires: Wednesday, January 1, 2020 SMA expires: Wednesday, January 1, 2020

Figure 52 - Access Management View with Card Function
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5.2 Time Zones

In mAccess Management View, switch to the Holidays &

Time Zones tab. When an Allegion panel is added, the Always
time zone is added as well.

Intelli-Site - OS5I Universi

95 Access Sets

Holidays

Time Zones

< Always

Download Add Download Add

Alarm Description

Status Priority Date Time Count  Card Mo.  Acked By
Ack Ack Al

Clear Clear All

>
Queue Control

Menu - License Valid, expires: Wednesday, January 1, 2020 SMA expires: Wednesday, January 1, 2020

Figure 53 - Access Management View: Holidays & Time Zones tab

To add a time zone, click the - * 'button directly under the Time

Zones tree display. A new Allegion time zone is added, and the
properties dialog opens.
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& [1305] New Time Zone x

Properties

Y [New Time Zond D: [1305 =

User Level: | All Access ~

Motes:

Start Time: |12:00:00 AM -5 Sun:
- Mon:

End Time: |11:5%59 PM -5
Tue:

Cancel

Figure 54 - Allegion ENGAGE™ Time Zone properties dialog

Set the Start Time, End Time, and the days of the week that
define this time zone. Also, please give the time zone a logical

name. Click .

Notice the Download button is salmon colored. It means is at
least one time zone needs to be downloaded. It has been added
or modified. In this case, it was added. The new or modified time
zones will not go into effect until they have been downloaded.

Time Zones

Dowrlload Add Delete

Figure 55 - New Time Zone with Download Required
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5.3 Access Entries

In BAccess Management View, switch to the Access Sets tab.

Intelli-Site - OS5I University - X
Personnel & Cards  Holidays & Time Zones Access Sets
Access Entries Access Sets
- Access Groups
Download Download Assigned Cards Add Edit
Alam Description Status Priority Date Time Court  Card No.  Acked By
Ack Ack Al
Clear Clear All
< >

Queue Control

Menu - License Valid, expires: Wednesday, January 1, 2020 SMA expires: Wednesday, January 1, 2020

Figure 56 - Access Management View: Access Sets tab

Access Entries associate readers and time zones. Select the

Access Groups node then click the = *® button directly below
Access Entries. A new access entry is added to the Access Groups
node and its properties dialog displays.
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& [1317] Mew Access Group %
Properties
Mame: New Access Grou | o (1317 =

User Level: |AII Access w |

Motes:

Access Data:

Reader Time Zone

| Add || Delete |

[ ok | cance |

Figure 57 - Access Group dialog

Click the button to add a row to the Access Data table.
Click on the Reader cell. A Select Tree Item dialog displays
listing all the available readers. Locate the desired reader, select

it, then click o<1,

Note: It is possible that the Intelli-Site Project has different access control
hardware. This dialog lists all panels with readers that use Access
Groups.

In the Time Zone cell, select the desired time zone. Change the
Name to something logical. Click to save. Repeat this for
every access entry needed.
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Access Entries

=|- Access Groups
Franklin Dorm Storage Access Group

Download Edit Delete

Figure 58 - Access Entries

Notice that the Download button didn't change color. That's
because access entries are part of a credential’s definition. They
don't exist in the panel as an independent definition.

5.4 Access Sets
Once access entries have been defined, they can be group into

access sets. Access sets are assigned to credentials. A group may
contain only one access entry, or it may contain more.

Click the - * button directly below the Access Sets Tree
display. A new access set is added and the properties dialog
displays.
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Access Set Data x
WEl=lllNew Access Set | [] Assign to new cardholders
User Level: |AII Access h |
Maotes:
Available Access Entries Assigned Access Entries

=- Agzcess Groups
Franklin Domm Storage Access Group
i Dorm Rm LE101 Access Group

-5

Al =

< Al

OK Cancel

Figure 59 - Access Set properties dialog

Assign the desired access entries to this access set. For example,
this access set is for the tenant in Dorm Room LE101. The tenant
will also need access to the dorm storage room because the tenant
is the RA for the floor. Click L_2¢_lto save the changes.

Expand the access set in the Tree to see the assigned access
entries.
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Access Sets

=)~ LE st Floor RA Access Set
Dorm Rm LE101 Access Group
... Franklin Do Storage Access Group

Download Assigned Cards Add Edit Delete

Figure 60 - An Access Set and the assigned access groups
5.5 Adding Personnel and Credentials

Once the access sets have been defined, a person can be added,
a credential added to the person, and access granted.

Note: Allegion ENGAGE™ calls a person a User. User in Intelli-Site
parlance means the account logged in to Intelli-Site. A person with a
credential is referred to as either a person or a cardholder.

To add a new person and credential, click the ¥ button directly
below the Card Data tab. The fields will be enabled for editing.
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Intelli-Site - OS5I University - X
Personnel & Cards  Holidays & Time Zones  Access Sets
Last Name First Name Card Data  Access Badge
Cardholder Image —— Cardholder Data ——
Title:
Company:
Card Data
Card Function: ~

Card Format: | 26 bit Standard City: l:l

PIN Number; ctater l:l T |:|
Code:

Days to Log: |0

Activation

Activate: 18 October 2019 [~

Card Type: | Nermal ~

Elevator Group: | None a

Long Access: ] APB Exempt: [] Expiret 18 October 2039 [~
Card Number Site Code
Save | | Cancel
[] Download when saved
Alam Description Status Priority Date Time Count Card No. Acked By
Ack Ack Al
Clear Clear Al
< >
Gueue Control
Menu = License Valid, expires: Wednesday, January 1, 2020 SMA expires: Wednesday, January 1, 2020

Figure 61 - Access Management View: Adding personnel and credential

Fill in the Cardholder Data information. At the very least, the
first and last names are required.

Fill in the Card Data information. The required fields are Card
Function, Card Number, Site Code, and Card Format. Card
Function is the Allegion ENGAGE™ credential function. See the
Schlage ENGAGE™ documentation for a full description. Card
Number and Site Code are specific to the physical credential. It
may be written on the card itself. The Card Format depends on
the type of credential. Most of the time it will be 26-bit Standard
which is why it is the default value.

Note: If the person requires ADA Relock Delay, check Long Access.

When the fields are filled in, switch to the Access tab. Double-
click on the desire access set to move it from the Available
Access Sets to the Assignhed Access Sets. The arrow buttons
work as well.

Click ' **= |, The person and credential are saved. The color of the
Download button changes to salmon.

66 Copyright © 2019 OSSI, LLC



Allegion ENGAGE™ Gateway Panel Guide

|
u]
x
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Berjamin c Image c Data
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Figure 62 - A new person and credential in Access Management View

If the Allegion driver is enabled, click the download button now.
Understand that because the Allegion system is a low power
system, it may take as much as a minute for the credentials to
reach the field device and go into effect.
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6 Design View

=sDesign View is the home of the Project Node Tree and the
place where screens and screen objects are programmed. The
following sections explain the Allegion driver node properties, the
Allegion ENGAGE™ Gateway node properties, and screen object
programming especially the automatically created screen objects.

6.1 Allegion Driver Node

The Allegion driver node is found by expanding
Setup->Computer Setup->Drivers.

. Q¥ Setup

. -l Computer Setup

. [l Computers
—I Drivers

.1z Franklin Dorms Allegion Driver
Figure 63 - Allegion Driver node in the Project Node Tree

Right-click on the driver node and select Properties to open the
properties dialog.
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L= [1070] Franklin Derms Allegion Driver e

Properties  Card Config

[NFT el |Franklin Dorms Allegion Driver| 1D: 1070

User Level: | All Access ~

Motes: Siter | OS5l University Select Site

Manage Site

Add Gateway

Enabled:

Default Retry Start Delay:
Retry Start Delay: (13 |3 Polling Rate: 3000 =

Panel List: (\MIEAEEUSNENEEES Computer List: [4] LATWin10 |
[1100] LE101
[1195] NDEStorage100a

Cancel

Figure 64 - Allegion Driver properties dialog

Name - edit box; the name for the node; the name doesn’t have
to be unique

ID - numeric (disabled); the unique identifier of this node;
generated by Intelli-Site

User Level - drop-down menu (default: All Access); the User
Level a user must possess to open the properties for this node

Notes — multiline edit box; any notes the user may have for the
node

Enabled - checkbox; when checked the driver is enabled

Default Retry Start Delay - checkbox (default: checked); if the
driver did not connect, pause before attempting to connect again

Retry Start Delay — numeric (default: 15); number of seconds
to wait between retries on connection attempts

Polling Rate — numeric (default: 3000); number of milliseconds

to wait for a response before assuming the packet was not
received
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Panel List- drop box; the Allegion ENGAGE™ Gateway nodes
attached to this driver

Computer List - drop box (default: the computer on which the
Engine is running); the computer node on which this driver is
running

Site - the ENGAGE™ Site to which this driver belongs

*deetste | - putton; opens the Select Site dialog to create or select
the ENGAGE™ Site

Maenegesite | - button; opens the Manage Site dialog to set the default
values for the locks and cards as well as manage the operators

Add Gateway

- button; opens the Add Gateway dialog

6.1.1 Select Site

Clicking on the ' *****= | putton opens the Select Site dialog.

Note: If the user has not logged in to the ENGAGE™ portal, he/she will be
required to do so. The login credentials will be remembered for the
duration of the Intelli-Site session.

& Select Site >

Site; | <none>

Create Mew Site

Mame: |New Site |

Cancel

Figure 65 - Select Site dialog

Site - drop-down menu; the list of ENGAGE™ Sites reported by
the ENGAGE™ portal; disabled when Create New Site is checked

Create New Site - checkbox; when checked a hew ENGAGE™
Site will be created
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Name - edit box; the name of the new ENGAGE™ Site; enabled
when Create New Site is checked

6.1.2 Manage Site

Clicking the Mee=fic | hytton opens the Manage Site dialog after
Intelli-Site loads the data from the ENGATE™ portal.

@ Manage Site X
Site Name: | 055! University
Operators: Invite Operator
Email Role First Mame Last Name
latassin@ossi-usa.com SiteAdmin | Lori Tassin Ea ||
Invite
Delete Operator
Device Defaults Reader Defaults
Devicepe: ol » Credential Types Accepted
Settings: Prox: Smart Card:
Schlage (HID): 14443 UID sy [
Key Value 2 ]
GE/CAs: [] 14443 Secure MiFare:
daRelockDel 0 GE 4001 14443 Secure MiFare Plus:
ke 4 GE 4002: 14443 EV1 (NOC):
proppedDoorTrigger 20 AWID: 15693 UID (CSN):
firstPersonin false iClass 40 Bit UID (C5N): []
beeper true
failMode Secure Reader Sensitivity: | norm ~
commpFailMode Asls
Save
lockType Storeroom
wififlertEn true
jagSectors 4
cntriDecTimeout 50 v
< >
Save
Cancel
Figure 66 - Manage Site dialog
Operators - table; displays the allowed operators of the

ENGAGE™ portal

Delete Operater | _ hytton; delete the selected row from the Operators
table; disabled when the first row of the table is selected because
there must always be at least one operator

Invite Operator group - the fields associated with inviting a
person to be an ENGAGE™ site operator

Email - edit box; the email address of the operator invitee
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Role - drop-down menu; values: Operator (default),
Manager, Site Admin

e Site Admin
o Unrestricted access to create, modify and delete
users, and devices
o Manage property and device settings
o Can invite other Administrators, Managers or
Operators to the property
e Manager
o Unrestricted access to create, modify and delete
users, devices
o Manage property and device settings
o CANNOT invite new Administrators to the
property
o Can add new Operators to the property
e QOperators
o Manage daily maintenance operations like
syncing and uploading Audits at the door into
ENGAGE™
o Perform some maintenance items like updating
devices at the door with new firmware or new
settings
o CANNOT invite other Administrators, Managers
or Operators to the property.

imite | - button; ENGAGE™ will send an email invitation to
the Email address supplied for the selected Role

Device Defaults group - the fields associated with the default
settings for each device type added to the ENGAGE™ site

Note: Changes to default settings do not affect field devices that are
already commissioned. They apply to any devices commissioned
after changes are saved.

Device Type - drop-down menu; the possible device types;
Intelli-Site only supports nde and le device types

Settings - table; the keys and their corresponding values;
modify these values to set the default values for the selected
Device Type

¢ | - button; save the changes to the Settings table
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Note: The user must click *** | to send the changes to the ENGAGE™
portal. None of the information is saved in the Intelli-Site project or
database.

Reader Defaults group - the fields associated with the default
settings for the readers added to the ENGAGE™ site

Note: Changes to default settings do not affect field devices that are
already commissioned. They apply to any devices commissioned
after changes are saved.

Credential Types Accepted - group box; the different
Prox and Smart Card types available; check the appropriate
types; limit to the specific credential types needed to
increase reader response time

Reader Sensitivity - drop-down menu; values: norm
(default) high, max; default reader sensitivity

*¥¢ | - button; save the changes to the Reader Defaults
group

Note: The user must click ** to send the changes to the ENGAGE™
portal. None of the information is saved in the Intelli-Site project or
database.

6.1.3 Add Gateway

Once the ENGAGE™ Site has been added and the default values
set, a Gateway can be added to the driver.

Note: An Allegion driver can manage only one ENGAGE™ Gateway. The
button will be disabled after a Gateway is added.

Click the (298 [ tton to open the Select Gateway and Area
dialog.

Copyright © 2019 OSSI, LLC 73



Allegion ENGAGE™ Gateway Panel Guide

¥ Select Gateway and Area >
Gateway: |<none> w

(Gateway Address can be found in the ENGAGE app,
Settings -> Advanced, scroll to the bottomn)

Address:  [192.168.1.1

Area for the newly created gateway:

Site: Corporate Headquarters ~
Area: |Area w
Conca

Figure 67 - Select Gateway and Area dialog

Gateway - drop-down menu; the list of available Gateways as
reported by ENGAGE™ portal

Address - edit box; the IP Address of the Gateway; the user must
enter this address and it must correspond to the selected
Gateway. Unfortunately, the ENGAGE™ portal does not provide
the IP Address, only the name entered in the ENGAGE™ app.

Site - drop-down menu; the Intelli-Site site to which this
Gateway is assigned

Area - drop-down menu; the Intelli-Site area to which this
Gateway is assigned

6.2 Allegion ENGAGE™ Gateway Panel Node

The Allegion ENGAGE™ Gateway panel node is found by
expanding System Layout then the Site and Area to which the

Allegion ENGAGE™ Gateway panel was added in Hardware
Management View. In the example below, the panel was added
to the site Corporate Headquarters and the area Area.

+- i Setup

+ Constructs

—J System Layout

i - ) Comporate Headquarters

: = ) Area
228! M Franklin Doms Gateway
= LE101
+-H. NDEStorage100a

Figure 68 - The Allegion ENGAGE™ Gateway panel node in the Project Node
Tree
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The Allegion ENGAGE™ Gateway panel node is the root node for
the panel. The following sections will explain:

e The properties of the Allegion ENGAGE™ Gateway panel
node

e The configuration of the Allegion ENGAGE™ Gateway panel
(a.k.a. Quick Config)

e Setting the Firmware Versions for the Gateway and field
devices

e The child nodes of the Allegion ENGAGE™ Gateway panel

6.2.1 Allegion ENGAGE™ Gateway Panel Node Properties dialog
Right-click on the Allegion ENGAGE™ Gateway panel node to open
the properties. Most of the fields are also found on the Quick
Config dialog. The ones that aren’t correspond to those features
that aren’t part of the day to day running of the system.

There are two tabs: Properties and Settings.
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6.2.1.1 Allegion ENGAGE™ Gateway Panel Node Properties
dialog Properties tab

This is the Properties tab. Many of the fields are disabled. They
provide information from the field device and are not editable.

M. [1074] Franklin Dorms Gateway X

Properties  Settings

-
-

MName: |Franklin Dorms Gateway ID: |1074

Firmware Versions
User Level: | All Access

Main: | 1.55.24
Motes:
Bluetooth: 0.0.7
Main Bootloader:  2014.10.0.5
Virtual: [ Virtual Point: | Hardware Information
Event buffer delta (min): |0 = Model:
Auto-download Valid Cards: Serial Number: |b
. Manufactured Date:  06/25/2018
Connection

Version Number: 01
Address: |192.168.12.146

Days InUse: |0 =
Username; | gateway_b100000000003c64
T
Device Status
Date/Time: | 10/01/2019 1216 < | Up Time (days): 000
Download
Apphy 0K Cancel

Figure 69 - Allegion ENGAGE™ Gateway node properties dialog: Properties tab

Name - edit box; the name for the node; the name doesn’t have
to be unique

ID - numeric (disabled); the unique identifier of this node;
generated by Intelli-Site

User Level - drop-down menu (default: All Access); the User
Level a user must possess to open the properties for this node

Notes — multiline edit box; any notes the user may have for the
node
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Virtual - checkbox; when checked the panel is virtualized,
allowing the driver to be brought online without having the
physical panel available

Virtual Point - drop box; this I/O Point will be set when the panel
is virtualized, clear when it is not

Event buffer delta (min) - numeric (default: 0); only applies to
panels that buffer data; the Engine compares the time an event
occurs versus the current time, if the difference is greater than
the Event buffer delta, the event is logged but not acted upon

Auto-download Valid Cards - checkbox; when checked valid
cards will be automatically downloaded after a card has been read
that didn’t previously have access to that reader; the card will
need to be presented again to be accepted by the reader

Connection group box - those fields associated with defining the
ENGAGE™ Gateway

Address - edit box; the IP address of the Gateway
Username - disabled; the username of the Gateway
Password - disabled; the password of the Gateway
Firmware Version group box -the firmware versions of the
Gateway (Main, Bluetooth, and Main Bootloader);
informational use only
Hardware Information group box - the hardware information
about the Gateway (Model, Serial Number, Manufactured

Date, Version Number, and Days In Use); information use only

Device Status group box - the status of the device when last
refreshed

Date/Time - the date and time the status was returned
from the ENGAGE™ portal

Up Time (days) - the number of days the Gateway has
been up as of the Date/Time displayed

Refrsh | - button; click to refresh any and all information displayed

on this tab
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Download group - the button(s) used to download information
to the panel; there is only one for the Gateway

- button; download the settings to the Gateway;
any changes made must first be saved using the | ##¥ or
Ok 'button

6.2.1.2 Allegion ENGAGE™ Gateway Panel Node Properties
dialog Settings tab

This is the Settings tab.

& Configure Franklin Dorm Gateway X

Properties | -
Ethernet Po

Enabled: Enable Shell Debug Port: []

MAC Address: |D0409DBETBES
Gateway Discovery Method: | dhcp ~
Fixed IP Address:
Default Gateway:
Subnet Mask:
Primary DNS Address:
Secondary DNS Address:

Daylight Savings Time

Enabled: Start: |03/17/2019 02:00

End: |1 1/10/2019 02:00

Gateway Firmware

Address: Set Firmware Versions

Download Time: |D1_f'[)1 /2001 00:00
Implement/Update Time: |D1_a'D1 /2001 00:00

Edge Device Firmware Download Settings:

Model Address Download Time Transfer Time Version
e o v s
01/01/2001 12:00:00 AM 01/01,/2001 12:00:00 AM

o

Figure 70 - Allegion ENGAGE™ Gateway node properties dialog: Settings tab

Enable Shell Debug Port - checkbox; when checked the Shell
Debug Port is enabled; Only check at the request of ENGAGE™
Technical Support

Ethernet Port group box - those fields associated with the
ethernet port of the Gateway

78 Copyright © 2019 OSSI, LLC



Allegion ENGAGE™ Gateway Panel Guide

Enabled - checkbox; when checked, the ethernet port is
enabled

MAC Address - edit box; the MAC address

Gateway Discovery Method - drop-down menu; values:
dhcp, staticIP, and zeroConf;

Fixed IP Address - edit box; the static IP address; enabled
only when Gateway Discovery Method is staticIP

Default Gateway - edit box; the default IP gateway;
enabled only when Gateway Discovery Method is staticIP

Subnet Mask - edit box; the IP subnet mask; enabled only
when Gateway Discovery Method is staticIP

Primary DNS Address - edit box; the primary DNS
address; enabled only when Gateway Discovery Method
is staticIP

Secondary DNS Address - edit box; the secondary DNS
Address enabled only when Gateway Discovery Method
is staticIP

Daylight Savings Time group box - those fields associated with
daylight savings time of the Gateway

Enabled - checkbox; when checked, the daylight savings
time is enabled

Start - date/time; the date and time daylight savings time
begins

End - date/time; the date and time daylight savings time
ends

Gateway Firmware group box — those fields associated with the
downloading firmware to the Gateway

Address - edit box; the source URL for the firmware

Download Time - date/time; when to download the
firmware to the Gateway
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Implement/Update Time - date/time; when to update
the firmware

Edge Device Firmware Download Settings - table; contains
the firmware download and update information for the panels
associated with this Gateway

Model - the field device type

Address -the source URL for the firmware for this type of
field device

Download Time -when to download the firmware to this
type of field device

Transfer Time —when the Gateway will send the firmware
to the devices

Version - the version number of the firmware to be
downloaded

Set Firmware Versions

- button; opens the Set Firmware Versions
dialog; used to set the URL addresses from which to download the
firmware; see Set Firmware Versions dialog

80 Copyright © 2019 OSSI, LLC



Allegion ENGAGE™ Gateway Panel Guide

6.2.2 Allegion ENGAGE™ Gateway Panel Quick Config

The Quick Config dialog is accessible either in Hardware

Design View. To open the Quick
Config dialog, right-click on the Allegion ENGAGE™ Gateway

Management View or in

panel
Properties and Settings.

node and select Quick Config. There are two tabs:

& Configure Franklin Dorms Gateway

Properties  Settings

Mame: |Frank|in Dorms Gateway

| Virtual: [

Connection

Address: |192.168.12.146

Username: | gateway_b100000000003c64

Password:

Hardware Information

Model:

Serial Number: | b

Manufactured Date:  06/25/2
Version Number 01
Days In Use: |0

Download

Add Panels

Firmware Versions

Main: | 1.55.2

Bluetooth:  0.0.7

Main Bootloader:

Device Status

Date/Time: 10/01/2019 15:16

2014.10.0

- Up Time (days)

Apply OK

Refresh

Cancel

Figure 71 - Allegion ENGAGE™ Gateway panel Quick Config dialog
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6.2.2.1 Allegion ENGAGE™ Gateway Panel Node Quick Config

Properties tab

This is the Properties tab.

& Configure Franklin Dorms Gateway

Properties Settings

Mame: |Frank|in Dorms Gateway

| Virtual: [

Connection

Address: |192.168.12.146

Username: | gateway_b100000000003c64

T
Hardware Information
Model: | GWE
Serial Number: | b100000000003c64
Manufactured Date:  08/25/2019
Version Number 01

DaysinUses |0 2

Download

Add Panels

Firmware Versions

Bluetooth:  0.0.7

Main Bootloader:

Device Status

Date/Time: |10,/01/2

X
Refresh
: [1.55.2
2014.10.0.5
0191516 5 Up Time (days): 000
Apply OK Cancel

Figure 72 - Allegion ENGAGE™ Gateway node Quick Config dialog: Properties

tab

Virtual - checkbox; when checked the panel is virtualized,
allowing the driver to be brought online without having the

physical panel available

Connection group box - those fields associated with defining the

ENGAGE™ Gateway

Address - edit box; the IP address of the Gateway

Username - disabled; the username of the Gateway

Password - disabled; the password of the Gateway

82
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Firmware Version group box -the firmware versions of the
Gateway (Main, Bluetooth, and Main Bootloader);
informational use only

Hardware Information group box - the hardware information
about the Gateway (Model, Serial Number, Manufactured
Date, Version Number, and Days In Use); information use only

Device Status group box - the status of the device when last
refreshed

Date/Time - the date and time the status was returned
from the ENGAGE™ portal

Up Time (days) - the number of days the Gateway has
been up as of the Date/Time displayed

Reth | - putton; click to refresh any and all of the information

displayed on this tab

Download group - the button(s) used to download information
to the panel; there is only one for the Gateway

- button; download the settings to the Gateway;
any changes made must first be saved using the | #®l  or
0K button
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6.2.2.2 Allegion ENGAGE™ Gateway Panel Node Quick Config
Settings tab

This is the Settings tab.

& Configure Franklin Dorm Gateway *

Ethernet Port

Enabled: Enable Shell Debug Pert: []

MAC Address: |D0403DEETBE3
Gateway Discovery Method: | dhcp v
Fixed IP Address:
Default Gateway:
Subnet Mask:
Primary DNS Address:
Secendary DNS Address:

Daylight Savings Time

Enabled: Start: |D3_a’1 7/2019 02:00 = |

End: |1 1/10/2019 02:00

Gateway Firmware

Address: Set Firmware Versions

Download Time:  |01/01/2001 00:00

Ak ||

Implement/Update Tirme: |01/01/2001 00:00

Edge Device Firmware Download Settings:

Model Address Download Time Transfer Time Version
S Y T
01/01/2001 12:00:00 AM 01/01/2001 12:00:00 AM

oy

Figure 73 - Allegion ENGAGE™ Gateway node Quick Config dialog: Settings
tab

Enable Shell Debug Port - checkbox; when checked the Shell
Debug Port is enabled; Only check at the request of ENGAGE™
Technical Support

Ethernet Port group box - those fields associated with the
ethernet port of the Gateway

Enabled - checkbox; when checked, the ethernet port is
enabled

MAC Address - edit box; the MAC address

Gateway Discovery Method - drop-down menu; values:
dhcp, staticIP, and zeroConf;
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Fixed IP Address — edit box; the static IP address; enabled
only when Gateway Discovery Method is staticIP

Default Gateway - edit box; the default IP gateway;
enabled only when Gateway Discovery Method is staticIP

Subnet Mask - edit box; the IP subnet mask; enabled only
when Gateway Discovery Method is staticIP

Primary DNS Address - edit box; the primary DNS
address; enabled only when Gateway Discovery Method
is staticIP
Secondary DNS Address - edit box; the secondary DNS
Address enabled only when Gateway Discovery Method
is staticIP

Daylight Savings Time group box - those fields associated with
daylight savings time of the Gateway

Enabled - checkbox; when checked, the daylight savings
time is enabled

Start - date/time; the date and time daylight savings time
begins

End - date/time; the date and time daylight savings time
ends

Gateway Firmware group box — those fields associated with the
downloading firmware to the Gateway

Address - edit box; the source URL for the firmware

Download Time - date/time; when to download the
firmware to the Gateway

Implement/Update Time - date/time; when to update
the firmware

Edge Device Firmware Download Settings - table; contains
the firmware download and update information for the panels
associated with this Gateway

Model - the field device type
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Address -the source URL for the firmware for this type of
field device

Download Time -when to download the firmware to this
type of field device

Transfer Time -when the Gateway will send the firmware
to the devices

Version - the version number of the firmware to be
downloaded

Set Firmware Versions

- button; opens the Set Firmware Versions
dialog; used to set the URL addresses from which to download the
firmware; see Set Firmware Versions dialog

6.2.3 Set Firmware Versions dialog

The Set Firmware Versions dialog is opened using the

Set Firmware Versions

button on the Settings tab of either the Gateway’s
Properties dialog or the Quick Config dialog.

Note: Intelli-Site must load the information about the possible firmware
versions on the fly. It may take a few seconds to open the dialog.

& Set Firmware Versions X
GWE Link: GWE Version:
LE Link: LE Version:
MDE Link: NDE Version:

Gateway

Description: | ENGAGE 7.1 Release for Gateway w
Name: |ENGAGE 7.1 Release for Gateway
Release Date: | 2019-10-08T19:58:52
Public:
Version: |01.56.02
Extended Version:

Links: | http://fw.lockwebserv.com/firmware-container/gwe_01.56.02_gw_image_v1_01.56.02_01.56.02.bin w | Select

Canc

Figure 74 - Set Firmware Versions dialog

There are three (3) different field device types that will need
firmware updates: the Gateway itself, any LE devices, and any

NDE devices. The top three lines display the selected firmware
links.
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The drop-down menu just below the link fields controls the
information displayed in the fields below it.

& Set Firmware Versions x

GWE Link: GWE Version:

LE Link: LE Version:

MNDE Link:

Gat
ﬁ on: |ENGAGE 7.1 Release for Gateway w

Tame ENGAGE 7.1 Release for Gateway

MNDE Version:

Release Date: | 2019-10-08T19:38:52
Public:
Version: |01.36.02
Extended Version:

Links: | http://fw.lockwebserv.com/firmware-container/gwe_01.56.02_gw_image_v1_01.56.02_01.56.02.bin ~ | Select

Cancel

Description - drop-down menu; the ENGAGE™ description of the
different firmware version; Intelli-Site loads the descriptions of
the firmware versions for the selected field device (Gateway, LE,
or NDE); when the selection is changed, the values displayed in
the following fields are updated appropriately

Name - the name of the firmware version

Release Date - the date this firmware was released

Public - Is the firmware a public version?

Version - the version number

Extended Version — more version information

Links — drop-down menu; the different download location links;
there may be one or more links available

Select

- button; click to set the selected link as the desired
download location
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& Set Firmware Versions

GWE Link: | http://fw.lockwebserv.com/firmware-container/gwe_01.56.02_gw_image_v1_01.56.02_01.56.02.bin GWE Version: | 01.56.02

LE Link: LE Version:

MDE Link:

Description: | ENGAGE 7.1 Release for Gateway

MNDE Version:

Mame: |ENGAGE 7.1 Release for Gateway
Release Date: | 2019-10-08T19:38:52
Public:
Version: |01.56.02

Extended Version:

Links: | https//fw.lockwek .com/fil tainer/gwe_01.56.02_gw_image_v1_01.56.02_01.56.02.bin V| | Select |

=

Figure 75 - Set Firmware Versions dialog: GWE Link selected

Click closes this dialog and fills in the fields on the
Settings tab.

& Configure Franklin Dorms Gateway
Properties Settings
Ethernet Port

Enabled: Enable Shell Debug Port: [
MAC Address; | 00409DBETBG3
Gateway Discovery Method:
Fixed IP Address:
Default Gateway:
Subnet Mask:
Primary DNS Address:
Secondary DNS Address:

Daylight Savings Time

Enabled: Start: |03.."1?f20190?_:00 %|
End: |11f10f201902:00 %|/

Gateway Firmware

Address: | http://fw.lockwebserv.com/firmware-container/gwe_01.56.02_gw_image_
Download Time:  |01/01/2001 00:00 %

Implement/Update Time: [01/01/2001 00:00 =

Edge Device Firmware Download Settings: /

Maodel Address ’ Download Time Transfer Time Version
http://fw.lockwebserv.com/firmware-c... | 01/0 01,/01,/2001 12:00:00 02.12.72

_ http://fw.lockwebserv.com/firmware-c... |01/01/2001 12:00:00 AM 01/01/2001 12:00:00 AM 01.07.67

Crowy ] [ ok [ G ]

Figure 76 - Settings tab with download location Addresses set
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6.2.4 Allegion ENGAGE™ Gateway Panel Child Nodes

The Allegion ENGAGE™ Gateway Panel has several child nodes.
The nodes directly beneath the panel node are group nodes. Only
Outputs and Alarms have point nodes.

Inputs
4% Outputs
gk Lockdown
Readers
Alams
il Panel Status
() Time Zones

o

Figure 77 - Allegion ENGAGE™ Gateway panel child nodes

Note: Time Zone nodes will be added if Intelli-Site is using local time
zones.

6.2.4.1 Outputs

There is only one output point on an Allegion ENGAGE™ Gateway.
It is the Lockdown point. This point is used to set the Gateway
and its commissioned panels into lockdown or to clear the
lockdown.

Note: This point is not a status point. Its state will never change.

The Gateway does not provide a means to monitor the lockdown
state. See Lockdown for suggested Project programming to
manage Site lockdown.

In lockdown, the readers associated with the Gateway will be in
the Frozen Secure state.

6.2.4.2 Alarms

There is only one alarm point for an Allegion ENGAGE™ Gateway.
It is the Panel Status alarm. If the driver cannot connect to the
Gateway panel, this point will be set on. When communication is
established, this point will be set off.
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6.3 Allegion ENGAGE™ Field Device Panel Nodes

Intelli-Site support two Allegion ENGAGE™ field device types: LE
Series Wireless Locks and NDE Series Wireless Locks. The panel
nodes are found by expanding System Layout then the Site and
Area to which the Allegion ENGAGE™ Gateway panel was added

in k3Hardware Management View. The field device panels are
sister nodes of the Gateway panel node. In the example below,
the panels were added to the site Corporate Headquarters and
the area Area.

- ¥ Setup

+ Constructs

— ) System Layout

S | Compaorate Headquarters

: 2 ). Area
*:....I_l.' Franklin Doms Gateway
-,

e | NDEStorage100a

Figure 78 — An Allegion LE panel node in the Project Node Tree

The Allegion ENGAGE™ field device panel node is the root node
for the Allegion ENGAGE™ field device panel. The following
sections will explain:

e The properties of the Allegion ENGAGE™ field device panel
node

e The configuration of the Allegion ENGAGE™ field device
panel (a.k.a. Quick Config)

e The child nodes of the Allegion ENGAGE™ field device
panel

6.3.1 Allegion ENGAGE™ Field Device Panel Node Properties
Dialog

Right-click on the Allegion ENGAGE™ field device panel node to
open the properties. Most of the fields are also found on the Quick
Config dialog. The ones that aren’t correspond to those features
that aren’t part of the day to day running of the system.

There are two tabs: Properties and Settings.
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6.3.1.1 Allegion ENGAGE™ Field Device Panel Node Properties
Dialog Properties tab

This is the Properties tab. Many of the fields are disabled. They
provide information from the field device and are not editable.

M., [1100] LET01 X

Name [LE101 ID: {1100 =
Fi Versi
User Level: | All Access ~ rware versions
Main: | 01.07.67
Motes:
Reader: |02.04.14
Bluetooth: 02
Wi-Fi: |2.10.0.
Main Bootleader: | 01.03.01
Reader Bootloader:  071.02.09
Hardware Information
virtual: [ Virtual Point: | Model: | lemd
Serial Number: | f10000000f137380
o y
Event buffer delta (min): - Manufactured Date: | 09/06/2012
Auto-download Valid Cards: Version Number  BD
Days InUses |82 3
Device Reference: | £10000000127230 Reader Serial Number:  0000000000T02122
Reader Manufactured Date:  11/17/2012

Device Status
Reader Version Number:  BO

Date/Time:  10/01/2019 20:10 2 Power | G.16 Reader Days In Use: 62 =
Download
Time Zones Settings Cards Complete Refresh

bosh el

Figure 79 - Allegion ENGAGE™ field device node properties dialog:
Properties tab

Name - edit box; the name for the node; the name doesn’t have
to be unique

ID - numeric (disabled); the unique identifier of this node;
generated by Intelli-Site

User Level - drop-down menu (default: All Access); the User
Level a user must possess to open the properties for this node

Notes — multiline edit box; any notes the user may have for the
node
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Virtual - checkbox; when checked the panel is virtualized,
allowing the driver to be brought online without having the
physical panel available

Virtual Point - drop box; this I/O Point will be set when the panel
is virtualized, clear when it is not

Event buffer delta (min) - numeric (default: 0); only applies to
panels that buffer data; the Engine compares the time an event
occurs versus the current time, if the difference is greater than
the Event buffer delta, the event is logged but not acted upon

Auto-download Valid Cards - checkbox; when checked valid
cards will be automatically downloaded after a card has been read
that didn’t previously have access to that reader; the card will
need to be presented again to be accepted by the reader

Device Reference - the reference number of the field device

Device Status group box - the status of the device when last
refreshed

Date/Time - the date and time the status was returned
from the ENGAGE™ portal

Up Time (days) - the number of days the Gateway has
been up as of the Date/Time displayed

Firmware Version group box -the firmware versions of the
Gateway (Main, Reader, Bluetooth, Wi-Fi, Main Bootloader,
and Reader Bootloader); informational use only

Hardware Information group box - the hardware information
about the field device (Model, Serial Number, Manufactured
Date, Version Number, Days In Use, Reader Serial Number,
Reader Manufactured Date, Reader Version Number, and
Reader Days In Use); information use only

Refte=h | - button; click to refresh any and all the information

displayed on this tab

Download group - the buttons used to download information to
the panel
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Time Zones

- button; download the time zones

- button; download the settings to the field device;

any changes made must first be saved using the
Ok 'button

Apply or

cards button; download the cards assigned to the

reader(s) of this field device

- button; download time zones, settings, and cards

6.3.1.2 Allegion ENGAGE™ Field Device Panel Node Properties
dialog Settings tab

This is the Settings tab.

M., [1206] LE101

Properties
Reader Setti

Device Configuration

Credential Types Accepted Lock Function: | Apartment “

Pros: Smart Card: Beeper Enabled: []

Schlage (HID):

_.
3
c
=]
a
[
=
(|

Relock Delay: |3

GE/CASI: 14443 Secure MiFare: ADA Relock Delay: 0 =
GE 4001: [ 14443 Secure MiFare Plus: 0 =
Propped Door Delay: -
GE 4002: 14443 EV1 (NOC):
Power Fail Mode: | Secure  ~
AWID: 15693 UID (CSM):

Reader Sensitivity: | Max

iClass 40 Bit UID (CSM): (]

e

Blink Interior LED: []
Blink Interior LED' Rapidly:

First Man In: []
Special Events: Bluetaoth
Start Time End Time Action
Enabled:
Range: |Short
Performance: | Mormal
Add Delete
Auto Unlock:
Start Time Sun Meon Tue Wed Thu Fri Sat  Action
Add Delete
Posly Canc

Figure 80 - Allegion ENGAGE™ Field Device node properties dialog:

Settings tab
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Reader Settings group box - those fields associated with the
reader settings

Credential Types Accepted - group box; the different
Prox and Smart Card types available; check the appropriate
types; limit to the specific credential types needed to
increase reader response time

Reader Sensitivity - drop-down menu; values: norm
(default) high, max

Device Configuration group box - those fields associated with
the behavior of the lock

94

Lock Function - drop-down menu; values: Storeroom,
Office, Apartment, Privacy; what the lock is protecting;
Classroom and Dormroom are future lock functions that
Allegion has not yet implemented

Beeper Enabled - checkbox; when checked, the beeper
will sound when credentials are read

Relock Delay - numeric; the time in seconds before the
lock relocks after being unlocked by a user presenting a
valid credential

ADA Relock Delay - numeric; the time in seconds before

the lock relocks after being unlocked by a user presenting a
valid credential that is a Long Access credential (Long

Access is checked in SJAccess Management View)
Propped Door Delay - numeric; the time in seconds the
door can be held open before the alarm relay triggers the
alarm

Power Fail Mode - drop-down menu; values: As Is, Safe,
Secure; the state the lock will go to when the power fails

As Is - the lock remains in the same state
Safe - unlock when power fails

Secure - lock when power fails
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Blink Interior LED - checkbox; when checked the LED on
the interior side of the door will blink

Blink Interior LED Rapidly - checkbox; enabled when
Blink Interior LED is checked; when checked the interior
LED will blink rapidly
First Man In - checkbox; when checked and a user
presents a valid credential, the lock will unlock and remain
unlocked

BlueTooth group box - those fields associated with Bluetooth

Enabled - checkbox; when checked, this lock will read
Bluetooth credentials

Range - drop-down menu; range
Performance - drop-down menu; how it performs

Special Events - table; define specific dates and times and how
the lock will behave

Start Time - the date and time this event begins

End Time —-the date and time this event ends

Action - drop-down menu; values: pass, sec, rstrctSec;
how the lock behaves during the time interval (unlocked,

secure, restricted)

Add | - button; add a row to the Special Events table

Delt= | - button; delete the selected row from the Special
Events table

Auto Unlock - table; define standard operation behavior
Start Time - the time this event begins
Days of the Week - the days this behavior is in effect

Action - drop-down menu; values: pass, sec; how the lock
behaves during the time interval (unlocked, secure)
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Add | _ putton; add a row to the Auto Unlock table

Delste ' - button; delete the selected row from the Auto
Unlock table

6.3.2 Allegion ENGAGE™ Field Device Panel Quick Config

The Quick Config dialog is accessible either in Hardware
Management View or in EDesign View. To open the Quick
Config dialog, right-click on the Allegion ENGAGE™ field device
panel node and select Quick Config. There are two tabs:
Properties and Settings.

& Configure LE101 X
Properties Settings
Mame: |LE101 | Virtual: []  Auto-download Valid Cards:
Hardware Information Firmware Versions
Model: lemd Main: |01.07.67
Serial Number: |f10000000f137880 Reader: 02.04.
Manufactured Date:  09/06/2012 Bluetooth: | 02.04. 01.01.
Version Number:  BO Wi-Fe | 2.10.0.0
Days In Use: 82 2 Main Bootloader: |01.03.01
Reader Serial Number:  0000000000102139 Reader Bootloader:  01.02.00
Reader Manufactured Date:  11/17/2012 X
Device Status
Reader Version Number:  BD
Reader Days In Use: 62 - Date/Time:  10/01/2019 20:10 - | Power | 6.16
Calibrate Door Run Diagnostics
Download
Time Zones Settings Cards
Refresh
Apply QK Cancel

Figure 81 - Allegion ENGAGE™ Field Device panel Quick Config
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6.3.2.1 Allegion ENGAGE™ Field Device Panel Quick Config
Dialog Properties tab

This is the Properties tab. Many of the fields are disabled. They
provide information from the field device and are not editable.

@ Configure LE101 X

Mame: |LE101 | Virtual: []  Auto-download Valid Cards:
Hardware Information Firmware Versions
Model: lemd Main: | 01.07.67
Serial Number: |f10000000f137880 Reader: |02.04.14
Manufactured Date:  09/06/2012 Bluetooth: |02.04.02.2500, 01.01.02,
Version Murmber:  ED Wi-Fi: 2.10.0.0
Days In Use: |62 © Main Bootloader:  01.02.01
Reader Serial Mumber:  D000000000102128 Reader Bootloader:  01.02.09
Reader Manufactured Date:  11,/17/2012

Device Status
Reader Version Mumber:  ED

Reader Days In Use: 62 2 Date/Time: |10/01/2019 20:10 > | Power | 616
Calibrate Door Run Diagnostics
Download
Time Zones Settings Cards Complete
Refresh

sosly Cancsl

Figure 82 - Allegion ENGAGE™ field device Quick Config dialog: Properties tab

Name - edit box; the name for the node; the name doesn’t have
to be unique

Virtual - checkbox; when checked the panel is virtualized,
allowing the driver to be brought online without having the
physical panel available

Auto-download Valid Cards - checkbox; when checked valid
cards will be automatically downloaded after a card has been read
that didn’t previously have access to that reader; the card will
need to be presented again to be accepted by the reader
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Hardware Information group box - the hardware information
about the field device (Model, Serial Number, Manufactured
Date, Version Number, Days In Use, Reader Serial Number,
Reader Manufactured Date, Reader Version Number, and
Reader Days In Use); information use only

Firmware Version group box -the firmware versions of the
Gateway (Main, Reader, Bluetooth, Wi-Fi, Main Bootloader,
and Reader Bootloader); informational use only

Device Reference - the reference number of the field device

Device Status group box - the status of the device when last
refreshed

Date/Time - the date and time the status was returned
from the ENGAGE™ portal

Up Time (days) - the number of days the Gateway has
been up as of the Date/Time displayed

Download group - the buttons used to download information to
the panel

Time Zones

- button; download the time zones

- button; download the settings to the field device;
any changes made must first be saved using the | #®¥  [or
0K button

Cards

- button; download the cards assigned to the
reader(s) of this field device

- button; download time zones, settings, and cards

Reeh | - button; click to refresh any and all the information

displayed on this tab
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6.3.2.2 Allegion ENGAGE™ Field Device Panel Quick Config dialog
Settings tab

This is the Settings tab.

@ Configure LE101 x

Properties

Reader Setting Device Configuration
Credential Types Accepted Lock Function: | Apartment -
Prox: Srnart Card: Beeper Enabled: []
Schlage (HID): 14443 UID (CSN): [ Relock Delay: |3 (2
GE/CASL: 14443 Secure MiFare: ADA Relock Delay: 30 |2
GE4001: [ 14443 Secure MiFare Plus: 0 -
Propped Door Delay: -
GE 4002: 14443 EV1 (NOC): o Fail Mode: |8
;| Secure v
AWID: 15693 UID (CSN): puer rait Mode
iClass 40 Bit UID (CSN): [ Blink Interior LED: []
Elink Interior LED Rapidly:
Reader Sensitivity: | Max ~ First Man In: []
Special Events: Bluetooth
Start Time End Time Action
Enabled:
Range: |Short
Performance: | Mormmal

Add Delete
Auto Unlock:
Start Time Sun Mon Tue Wed Thu Fri Sat Action
Add Delete

= Gl

Figure 83 - Allegion ENGAGE™ Field Device Quick Config dialog: Settings tab

Reader Settings group box - those fields associated with the
reader settings

Credential Types Accepted - group box; the different
Prox and Smart Card types available; check the appropriate
types; limit to the specific credential types needed to
increase reader response time

Reader Sensitivity - drop-down menu; values: norm
(default) high, max

Device Configuration group box - those fields associated with
the behavior of the lock
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Lock Function - drop-down menu; values: Storeroom,
Office, Apartment, Privacy; what is the lock protecting;
Classroom and Dormroom have not been implemented by
Allegion

Beeper Enabled - checkbox; when checked, the beeper
will sound when credentials are read

Relock Delay - numeric; the time in seconds before the
lock relocks after being unlocked by a user presenting a
valid credential

ADA Relock Delay - numeric; the time in seconds before
the lock relocks after being unlocked by a user presenting a
valid credential is a Long Access credential (Long Access

is checked in JAccess Management View)

Propped Door Delay - numeric; the time in seconds the
door can be held open before the alarm relay triggers the
alarm

Power Fail Mode - drop-down menu; values: As Is, Safe,
Secure; the state the lock will go to when the power fails

As Is - the lock remains in the same state
Safe - unlock when power fails
Secure - lock when power fails

Blink Interior LED - checkbox; when checked the LED on
the interior side of the door will blink

Blink Interior LED Rapidly - checkbox; enabled when
Blink Interior LED is checked; when checked the interior
LED will blink rapidly
First Man In - checkbox; when checked and a user
presents a valid credential, the lock will unlock and remain
unlocked

BlueTooth group box - those fields associated with Bluetooth

Enabled - checkbox; when checked, this lock will read
Bluetooth credentials
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Range - drop-down menu; range
Performance - drop-down menu; how it performs

Special Events - table; define specific dates and times and how
the lock will behave

Start Time - the date and time this event begins

End Time —-the date and time this event ends

Action - drop-down menu; values: pass, sec, rstrctSec;
how the lock behaves during this time interval (unlocked,

secure, restricted)

Add | - button; add a row to the Special Events table

Delete ' - button; delete the selected row from the Special

Events table

Auto Unlock - table; define standard operation behavior
Start Time - the time this event begins
Days of the Week - the days this behavior is in effect

Action - drop-down menu; values: pass, sec; how the lock
behaves during this time interval (unlocked, secure)

Add | - button; add a row to the Auto Unlock table

Delste | - button; delete the selected row from the Auto

Unlock table
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6.3.3 Allegion ENGAGE™ Field Device Child Nodes

The Allegion ENGAGE™ field device is an access control panel. As
such it has inputs, outputs, readers, and alarms. These points are
child nodes of the panel node.

=4
l tl Inpl.rts
. 4% Outputs
- B Readers
G-kt Mams
t- (1) Time Zones

Figure 84 — An Allegion LE panel’s child nodes

Note: Time Zone nodes will be added if Intelli-Site is using local time
zones.

6.3.3.1 Inputs

There are three (3) input points on an Allegion ENGAGE™ field
device.

=- I'l LE101

[ 4% Outputs
- @ Readers
-l Mlamms

----- (1) Time Zones

[+

Figure 85 - Allegion ENGAGE™ Field Device Inputs node
DPS - Door Position Switch; high when the door is open
REX - Request for Exit; high when the interior handle is turned

IPB - Inside Push Button; high when the interior push button is
pressed

6.3.3.2 Outputs

There is only one (1) output point on an Allegion ENGAGE™ field
device.
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=-H LE101
- 4% Inputs
o
. .4k Lock
l Feaders
G- Alarms

------ (1) Time Zones
Figure 86 - Allegion ENGAGE™ Field Device Outputs node

Lock - displays the current state of the lock; can be the target of
SetOn/SetOff to unlock/lock the door

6.3.3.3 Readers

Each Allegion ENGAGE™ field device has at least one reader. Each
reader has five (5) sub-states that describe the state of the
reader.

=M. LE101
---tl Inputs
4% Outputs
=
=l Reader
4% Secure
..4% Passage
4% Momentary Unlock
4% Frozen Secure
4% Frozen Passage
EEI"'*!-‘ Alams
-1} Time Zones

Figure 87 - Allegion ENGAGE™ Field Device Readers node
Secure - locked
Passage - unlocked

Momentary Unlock - unlocked for a short time and will lock
itself; a valid credential was read while the reader was Secure

Frozen Secure - the reader is frozen, the lock is secure; remains
secure until a Freeze credential is used to “unfreeze” the reader
or Intelli-Site “unfreezes” it; Pass Through credentials are allowed
through
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Frozen Passage - the reader is frozen, the lock is unlocked;
remains unlocked until a Freeze credential is used to “unfreeze”
the reader or Intelli-Site “unfreezes” it

6.3.3.4 Alarms

The Allegion ENGAGE™ field device alarms are located under the
Alarms node. There are eleven (11) alarms.

=M. LE101
4% Inputs
-4 Cutputs
- @ Readers
----- ‘M Panel Status
----- ‘M Door Forced
----- M Door DOTL
----- ‘M Low Battery
----- ‘M Critical Battery
----- M Magnetic Tamper
----- ‘M |ock Cover Tamper
----- M RF (BLE) Comm Loss
----- ‘M CLE Tamper
----- ‘M User Access Database Comupt
----- M Audit Buffer Overun
{1} Time Zones

1 [+

Figure 88 - Allegion ENGAGE™ Gateway panel Alarms child nodes

Panel Status - high when the panel is offline (assuming the driver
is online and the panel is not virtualized)

Door Forced - high when the door is forced open while in a
Secure state

Door DOTL - Door Open Too Long; high when the door has been
open longer than allowed by Propped Door Delay

Low Battery - high when the batteries are low

Critical Battery - high when the batteries are critically low,
death is imminent

Magnetic Tamper - high when the DPS magnet is tampered with

Lock Cover Tamper - high when the lock cover is tampered with
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RF (BLE) Comm Loss - high when RF Comm is lost

User Access Database Corrupt - high when the database is
corrupted

Audit Buffer Overrun - high when the audit buffer is full; lock
is very busy or not being read often enough

6.4 Project Programming

The various points of the Allegion ENGAGE™ driver, Gateway, and
field devices can be used in programming the Project. All

programming takes place in k<4Design View.
6.4.1 Lockdown

Intelli-Site can set all locks attached to a Gateway to the lockdown
state. When in the lockdown state, all locks are secured, and all
normal user credentials are disabled. Pass Through credentials
gain access when lockdown is enabled. Freeze credentials must be
used to return each lock to its normal state or Intelli-Site can
return all locks to their normal state.

The Lockdown point is an output point on the Gateway. Intelli-
Site receives no information from the Gateway about the current
lockdown state. Therefore, the project programming must keep
track of the lockdown state. The following walks you through
programming lockdown for a single Gateway.

To keep track of the current lockdown state, add a virtual point to
the Project. Rename the point and the group to describe its usage.

=} System Layout

=} ) Comporate Headquarters

- ) Area

L Franklin Doms Gateway
R LEIM
-H&. NDEStorage100a
~4% Vitual Points
e

4% Franklin Doms Gateway Lockdown

cern [T [F ] [F] - [F]

Figure 89 - Lockdown Virtual Point
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Drag and drop the virtual point to the screen to create a button
with two states.

7 Franklir:Dorms i
L] Gateway |-
i Locki.iown L
Figure 90 - Virtual Point Button
We did this because it creates a button with two states. State 0 is

visible when the Franklin Dorms Gateway Lockdown point is low.
State 1 displays when the point is high.

Right-click on the button to open the properties dialog for the
screen object. Switch to the States tab.

Edit Screen Object *
Properties
0 1 Insert
>3
Sraridie: D (I Add
| o <
Delete
State Properties
Name: |Mormal [ Lock Object
Display Properties Label Properties
esmoen 1380 To State: | None ~ Font Shadow
o
==~ Fash Rate (ms): 1000 5 H.Just.. |Center
Image: l:l Stretch: [] Label Object: |[1571] Vitual Points\Fr| . Just: |Center
Rotate (deg.): |0 = Effects Poplp X: |0 = PopUp : |0 =
Hover Object: | | Hover Text:
Action Target 2
W [962Cickmay
2 | SetOn [1571] Virtual Points‘\Franklin Doms Gate... Insart
3
4 Delete
5
6 v
Mouse Down Mouse Up  Active  Inactive Mouse Enter Mouse Leave
Cancel

Figure 91 - Button Properties dialog: States tab

Add a command to SetOn the lockdown point to the actions grid.
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Edit Screen Object

Propetties  States

3

<<

O
P
*

State Properties

Name: |Nomal [ Lock Object
Display Properties Label Properties
ez 123N To State: Font Shadow
zeway
=== 1 Pash Rate fms): H.Just: |Center

mege:[ | Stetch: (] Label Object: [[1571] Vitual Points\Fr] V. Just.: [Center v
Rotate ) Poplp X Poplp v

Hover Object: | | Howver Text:
Action Target 2
1 |Play [962] Click wav
2 | SetOn [1571] Virtual Points\Franklin Doms Gate...

[1251] Franklin Dorms Gateway'Lockdown

»3
:
5
i v
Mouse Down  Mouse Up  Active Inactive Mouse Enter  Mouse Leave
[ ok ]| camcel |

Figure 92 - State 0: SetOn Lockdown in action grid

Switch to state 1. Add a SetOff of the lockdown point to the action

grid.
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Edit Screen Object X
Propetties  States
Insert
-5
Add
<
Delete
State Properties
Name: |Alarrn | [ Lock Object
Point Selection Qual. Oper. 2
4 [1571] Virtual Points\Franklin Doms Gatewa... BEG ~ ~ ~
“* Mot Applicable ** R R R
“* Mot Applicable **
-l hebl, * v
Insert Delete
Display Properties Label Properties
Flash To State: | None ~ Font Shadow

Flash Rate {ms): | 1000 <

H.Just.: |Cenmter

Rotate (deg.): |0 o Effects

Label Object: |[1571] Virtual Points\Fr| V. Just.: |Center w

Popllp X: |0 3 Poplp ¥: |0 3

HoverObject:| | Howver Text:
Action Target 2

1 Flay [962] Click wav

2 | SetOff

5
&

[1571] Virtual Points\Franklin Doms Gate...

Insert
W s<0f _ [1291] Frankin Doms Gaieway\Lockdown
4

Delete

Mouse Down  Mouse Up  Active Inactive Mouse Enter  Mouse Leave

Cancel

Figure 93 - State 1: SetOff lockdow

n point in action grid

Click the button to save the changes. This button can now be used
in nLive View to put the Franklin Dorms Gateway into

lockdown and out again.

The Franklin Dorms Gateway

Lockdown point will keep track of the lockdown state.

A copy of this point can be added to the Gateway panel control
screen as well. This will let the user initiate and clear lockdown

from Hardware Management View.

6.4.2 Using the Allegion ENGAGE™ Gateway Nodes in
Evaluation Grids

The Allegion ENGAGE™ nodes can be used in evaluation grids.
Each has slightly different selection possibilities.
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Edit Screen Object X
Propetties  States
0 1 Insert
-5
Add
€<
Delete
State Properties
Name: |State 1 | [] Lock Object
Point Selection Qual. Oper. 2
[1070] Franklin Dorms Allegion Driver Enabled ~ ~ ~
v R - Not Appiicable v v v
“* Mot Applicable ** R
-l Lokl s v
e
Display Properties Label Properties
Flash To State: | None ~ Font Shadow
Flash Rate {ms): | 1000 < H. Just.: |Center w
mage:[ | Swech: (] labelObject:| | V.ust: [Center
Rotate (deg.): |0 - Effects PoplUp X: |0 A Poplp ¥: |0 A
Hover Object: | | Howver Text:
Action Target 2
1 [ .
2 Insert
3
4 Delete
5
& v
Mouse Down  Mouse Up  Active  Inactive Mouse Enter  Mouse Leave
oK Cancel

Figure 94 - Screen Object: Evaluation Grid
6.4.2.1 The Allegion ENGAGE™ Driver Node

When an Allegion ENGAGE™ driver node is used in an evaluation
grid, the Selection values are:

e FEnabled
e Disabled

6.4.2.2 The Allegion ENGAGE™ Gateway and Field Device Nodes

When an Allegion ENGAGE™ Gateway node or the field device
nodes is used in an evaluation grid, the Selection values are:

e Virtual
e Driver Offline
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6.4.3 Automatically Created Screen Objects

There are no automatically created screen objects specific to
Allegion ENGAGE™ nodes that must be discussed here.
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