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Copyright
Copyright © 2016 OSSI, LLC All rights reserved.

Information in this document is subject to change without notice.
The software described in this document is furnished under a
license agreement or nondisclosure agreement. The software
may be used or copied only in accordance with the terms of
those agreements. No part of this publication may be
reproduced, stored in a retrieval system, or transmitted in any
form or any means electronic or mechanical, including
photocopying and recording for any purpose other than the
purchaser’s use without the written permission of OSSI.

0SS, LLC

10125 S 52" st
Franklin, WI 53132-8677
ossi-usa.com

Telephone: (262) 522-1870
Toll Free: (888) 488-2623
Fax: (262) 522-1872

Trademarks

Intelli-Site® is registered in U.S. Patent & Trademark Office.

All other registered and unregistered trademarks are the sole
property of their respective owners.
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Technical Support Assistance

OSSI, LLC Headquarters

0SSI, LLC
10125 S 52" St.
Franklin, WI 53132-8677
262-522-1870
888-488-2623

Technical Support

Technical support is available via Telephone or Email. Contact
Intelli-Site Technical Support 8:00 AM to 5:00 PM Central
Standard time. If calling after hours, please leave a detailed
voice mail message, and someone will return your call as soon
as possible.

Email: support@ossi-usa.com
Phone: 888-488-2623

When calling, please be at the computer prepared to provide the
following information:

e Product version number, found by selecting the E&4About
button from the Intelli-Site Application Menu.

e Product License and SMA numbers used for registration.

e The type of computer being used including, operating

system, processor type, speed, amount of memory, type

of display, etc.

Exact wording of any messages that appear on the screen.

What was occurring when the problem was detected?

What steps have been taken to reproduce the problem?

It is highly recommended that the user execute a System

Information Report and export that report to Adobe .pdf

format for transmission to Intelli-Site technical support

staff.
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1 Introduction

The Intelli-Site Senstar driver is a class of drivers. Each driver
supports its own set of panels. The drivers and the panels they
support include:

e CCC
o
o
o
o

o

CCC Barricade Vibration Processing Reporting Unit
CCC DTR Sensor Post Reporting Unit

CCC General Purpose Reporting Unit

CCC Innofence Fiber Optic Sensor Transducer
CCC YAEL-16 Piezo Taut Wire Processor

e Crossfire

o Crossfire IntelliFiber
Crossfire IntelliField
Crossfire IntelliFlex
Crossfire MPS-4100
Crossfire PLC-410
Crossfire PLC-420
o Crossfire PLC-430
FiberPatrol
o FiberLR Sensor Unit
o FiberPatrol Sensor Unit
IPCC
o IPCC Controller
Krypton
o Krypton Sensor Unit (1% Generation)
o Krypton Sensor Unit (2" Generation)
MX-5000
o MX-5000 Controller
o MX-5000 Zone
Sennet
o Sennet IntelliFiber
o Sennet IntelliFlex
o Sennet LTU
@]
(@]

o O O O O

Sennet NC
Sennet Perimitrax SM
o Sennet TU
Sentrax
o Sentrax Control Module
o Sentrax Transceiver Module
Silver
o Silver pltraLink I/O
o Silver ultraWave
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Silver 161/160 Transponder
Silver Alarm Logic Engine
Silver Audio Mux
Silver FlexPS
Silver FlexPS SC
Silver FlexZone-20
Silver FlexZone-4
Silver FlexZone-60
Silver MPS-4100
Silver OmniTrax
Silver OmniTrax LT
Silver rBOX510
o Silver X-Field LT
e Starcom
o Starcom Device

O O O O O O O O O O O o

Since configuring and using each driver and panel in Intelli-Site
is basically the same, this guide will explain everything
generically and call out any specific differences as needed.
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2 Installation

The Senstar drivers in Intelli-Site must be installed. No external
software is needed.

If Intelli-Site has been installed without the Senstar drivers, run
the Intelli-Site installer again and select Modify.

During the Intelli-Site installation or modify installation process,
you are presented with the Select the drivers you want to
install window.

|ntelli-5ite - InstallShield Wizard oo

x5

Select the drivers you want to install, and deselect the drivers you do not want to install.

Select the drivers you want to install.

Compass Driver S
Digital Watchdog Driver

[ ] exacqvision Criver

HikVision Driver

MAC Driver

Milestone Driver

Orwif Driver

Senstar Driver

tofon Driver

Select all Clear all

Figure 1 - Select the drivers you want to install

Ensure the Senstar Drivers option is checked then continue
with the installation or modification.
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3 kiHardware Management View

The Senstar drivers and panels are best configured in

“IHardware Management View. Once configured, the panels
can be easily monitored and controlled using their panel control
screens.

3.1 Setup

The Senstar drivers and panels are best configured in

“IHardware Management View. Before we begin though, it is
a good idea to have the IP address of the panel on hand as well
as the addresses of each of the panels in the chain.

Note: The word “panel” is used to refer to each physical piece
of hardware that a Senstar driver controls.

Once the above information is obtained, the setup process is
straight forward.

. Add the desired Senstar driver

Add a Communication Method to the driver
Add the desired Senstar panel

Configure the panel

Enable the driver

A wN e

3.1.1 Add a Driver

Adding a Senstar Driver is simple, but important. Without it, no
communication with the panel can occur.

Launch the Desktop Client and login.

Hardware is managed in the “IHardware Management View.
If you are not in %Hardware Management View, click on
Mens - and select .
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Intelli-Site - Senstar - *

Comorsorasdquarers | | mem e ||

Alam Description Status Priority Date Time Count  Card No Acked By
Ack Ack Al
Clear Clear Al
< >
Queue Control

Menu -
Figure 2 - B8Hardware Management View

To add the Senstar driver, click . The
Choose Driver Type dialog displays.

& Choose Driver Type *

Mote: A driver is not specific to an area, panels are. It will appear
in all areas until a panel has been added to it. The driver will then
display only in the area to which its panels belong.

Driver Type: |CCC i |

[ ok ]| Caneel |

Figure 3 - Choose Driver Type Dialog

Click on Driver Type drop-down arrow to open the menu of
available driver types.

Copyright © 2016-2017 0OSSI, LLC 11
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& Choose Driver Type *

Mote: A driver is not specific to an area, panels are. It will appear
in all areas until a panel has been added to it. The driver will then
display only in the area to which its panels beleng,

Driver Type:

Crossfire
FiberPatrol

Figure 4 - Senstar Driver Types List

Locate and select the desired driver. from the drop-down menu

in the Choose Driver Type dialog then click [k ] Anew
driver icon of the selected type is added to the screen and its
properties dialog opens.
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s [1019] Mew Silver Driver pd

Properties

L3

[OETa =M ew Sikver Driver o: [1019

Uszer Level: | All Access ~

MNotes:

Enabled:
Send Queue

Default Retry Start Delay: Retries: |3 -

Retry Start Delay: |13 : T v [1000 =
imeout: =

Interval: 250 =

Panel List: Computer List: |ISIRSI0TINIY

Figure 5 - Silver Driver Properties Dialog

Note: For an explanation of all of the driver properties, see The
Driver Node.

Please change the name of the driver to reflect the use and/or
location of the panels that this driver will manage.

n PODE Silver.
Driver

Figure 6 - Silver Driver Icon

Notice the warning icon, @ This appears when the driver needs
a communication method. So, let’s add one.

Copyright © 2016-2017 OSSI, LLC 13
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3.1.2 Add a Communication Method

Each Senstar driver type must have the communication method
defined and configured. Without one, the Intelli-Site Driver
Service does not know where or how to communicate with the
panel.

The communication method is added using the right-click
context menu on the driver. Right-click on the driver icon and
hover over Comm Method. The side menu opens. At this time it
only has one option, Add Comm Method. Select it. The Choose
Communication Method Type dialog appears.

& Choose Communication Method Type x
Communication Method Type: | TCP/IP w
Cancel

Figure 7 - The Choose Communication Method Type dialog

There is only one communication method for the Senstar drivers

and that is TCP/IP. Click . A new TCP/IP communication
method node is added to the driver and its properties dialog
opens.

14 Copyright © 2016-2017 OSSI, LLC
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& [1020] New TCP/IP Comm Method *
Properties
(e ew TCP/IP Comm Method ID: (1020 =
Uszer Level: | All Access ~
MNotes:
Address: |
Port: 830 |2
TCP:

Figure 8 - The TCP/IP Communication Method properties dialog

Note: For a full explanation of all of the fields on this dialog,

please read The Communication Method Node.

This is where the IP address of the panel or network manager
goes. Enter it in the Address field. The Port number is the
default port number for the driver. If for some reason, the panel
or network manager is set up at a different port, enter the new
port here as well. And as a personal favor, please change the

name and click .

“ PODE Silver
Driver

Figure 9 - The driver icon with a communication method

Notice the warning icon is no longer on the front of the driver
icon.

It's now time to add a panel to the driver.

Copyright © 2016-2017 OSSI, LLC 15
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3.1.3 Add a Panel

Once the communication method has been defined, it’s time to
add a panel to the driver.

Right-click on the driver and select Add Panel. The Add Panel
dialog displays.

Add Panel

oS
- Silver pitraLink 1/0

- Silver pitraWave

- Silver 161160 Transponder
- Silver Alamm Logic Engine

- Silver Audio Mux

- Silver FlexP5

- Silver FlexP5S 5C

- Silver FlexZone-20

- Silver FlexZone-4

- Silver FlexZone-60

- Silver MPS-4100

- Silver Omni Trax

- Silver OmniTrax LT

- Silver rBOXE10

- Silver ¥-Field

- Silver ¥-Field LT

HoAdd: 1 |2 Cancel

Figure 10 - Add Panel Dialog for the Silver driver

Note: The Add Panel dialog is filtered to only show panel types
that are valid for the target driver. The driver in the
example is a Silver driver; therefore, only Silver panels
are listed in this dialog.

Locate the desired panel in the list and select it. Change the
value of # to Add to the number of panels for this driver. If the
driver is to command and control a chain of panels, enter the
number of panels in the chain. Click ok ] x panel icons are
added to the driver where X is equal to the number entered in
the # to Add field.

Next comes configuring the panels.
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3.1.4 Configure the Panel

The Senstar panels are configured using the Quick Config
dialog. To open the Quick Config dialog, right-click on the panel
icon and select Quick Config.

A% [1021] Silver X-Field X

Properties

Name: |EINESSSEE o: [1021 -

User Level: | All Access ~

MNotes:

Address: |1 =

Device Type: | SilverXField
Virtual: []
Virtual Point: |

Event buffer delta (min): 0 S

Aoply Carcel

Figure 11 — Silver x-Field Panel Quick Config Dialog

Change the Name of the panel to describe its use or location. In
our example, the Silver XField signal processor is part of the
perimeter fence security for POD6.

Set the Address to the address of the panel. Click to
save the changes.

For a full explanation of each field, see Panel Node Properties.

Copyright © 2016-2017 OSSI, LLC 17



Senstar Panel Guide

3.1.5 Enable the Driver

At this point, the driver and panel are configured, but the driver
is not online. A quick way to know this is that the communication
indicator is grey.

n PODE Silver

Driver

Figure 12 — Disabled Senstar Driver

Right-click on the driver to open the context menu; select Enable
Driver. The communications indicator will change color to green
when it's online.

m PODE Silver

Figure 13 - Enabled Senstar Driver

If for some reason the Engine cannot connect to the Driver
Service or the Driver cannot connect to the Senstar panel or
network manager, the communication indicator will be red.

. PODE Silver

Driver

Figure 14 - Enabled Senstar Driver that is not communicating

Congratulations! The Senstar panel is integrated and ready to
use in screen design for Live View. Screen design occurs in
Design View.
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3.2 Panel Control Screen

Every Senstar panel has a Panel Control Screen. From this
screen, the user can monitor the current state of the panel and
all of its inputs, outputs, and alarms.

Clicking on the panel icon opens the Panel Control Screen of
the target panel. The content of the screen is dictated by the

panel.

Silver X-Field

( . PANEL STATUS

ONLINE

Inputs

Processor Aux Input 1

(L )

Processor Aux Input 2

O‘
(=]
2
=]
El
(2]
I
=
a
-3
=
=
=
=

Option Card Input 2
Option Card Input 3
Option Card Input 4
Option Card Input 5
Option Card Input &
Option Card Input 7

Option Card Input &

wn
a
@
b=

L L L L /L L))

Panel Control Screen
Exercise Yard Perimeter Silver X-Field

Qutputs
Processor Relay 1
Processor Relay 2
Processor Relay 3
Processor Relay 4
Option Card Relay 1
Option Card Relay 2
Option Card Relay 3
Option Card Relay 4
Option Card Relay 5
Option Card Relay 6
Option Card Relay 7
Option Card Relay 8
Self Test Side A

Self Test Side B

(0000 VO L K L VL L )

PANEL STATUS
VIRTUAL

Alarms
Connected é Side B Service Req'd
Side A Fault
Side B Fault

Enclosure Tamper

00000

Program Flash Error

)
:

Processor Boot Fail
Opt Card Fail

8V Rail Fault

3V3 Rail Fault
+5Vi-5V Rail Fault
2V5/1V2 Rail Fault
Battery Fault

Input Power Fail
Side A Supervision

Side B Supervision

s §
L
g g

[
=
s

Side A Service Req'd

00000000 TTO0TT

Figure 15 - Example Panel Control Screen

The color of the light, red, green, or yellow, indicates the state of
the point. Green is normal or secure, yellow is supervision, and
red is alarm. Outputs can be set or cleared at the click of a

mouse.
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4 LDesign View

=4Design View is the home of the Project Node Tree and the
place where screens and screen objects are programmed. The
following sections explain the Senstar Driver node properties,
the Senstar panel node properties, and screen object

programming.

4.1 The Driver Node

The driver node is found by expanding
Setup->Computer Setup->Drivers.

- 4% Setup
. -l Computer Setup
. [l Computers

S EEm

+I__ PODE Silver Driver

Figure 16 — An example Senstar driver node in the Project Node Tree
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Right-click on the driver node and select Properties to open the
properties dialog. Each of the different Senstar drivers has the
same properties.

Ls [1019] PODE Silver Driver >

Properties

YPRP[P 0D Silver Driver o: [0 =

User Level: | All Access ~

MNotes:

Enabled: []
Send Queue

Default Retry Start Delay: Retries: |3

. |15 =
Retry Start Delay: x Timeout: [1000

L L 4k

Interval: 230

021] Exercise Yard Perimg Computer List: [4] QAWIn10

Panel List: |4

Cancel

Figure 17 — A Senstar driver properties dialog

Name - edit box; the name for the node; the name doesn’t
have to be unique

ID - numeric (disabled); the unique identifier of this node;
generated by Intelli-Site

User Level - drop-down menu (default: All Access); the User
Level a user must possess to open the properties for this node

Notes — multiline edit box; any notes the user may have for the
node

Enabled - check box; when checked the driver is enabled

Copyright © 2016-2017 OSSI, LLC 21



Senstar Panel Guide

Default Retry Start Delay - check box (default: checked); if
the driver did not connect, pause before attempting to connect
again

Retry Start Delay - numeric (default: 15); number of seconds
to wait between retries on connection attempts

Retries — numeric (default: 3); number of retries for sending a
packet

Timeout — numeric (default: 1000); number of milliseconds to
wait for a response before assuming the packet was not received

Interval — numeric (default: 25); number of milliseconds to
wait after a timeout before sending the packet again

Panel List- drop box; the Senstar panel nodes attached to this
driver

Computer List - drop box (default: the computer on which the
Engine is running); the computer node on which this driver is
running

4.2 The Communication Method Node

The communication method is a child node of the driver.

- i Setup
. -l Computer Setup
. [l Computers
—I Drivers

= PO D6 Silver Driver

... TCP/IP Comm Method

Figure 18 - The communication method node in the Project Node Tree
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Right-click on the communication method node and select
Properties to open the properties dialog. Each of the different
Senstar drivers has the same communication method.

&¥ [1020] TCP/IP Comm Method d
Properties
MName: CPIIPComrnMethod D |1020 =
User Level: | All Access A4
MNotes:
Address: |12?.D.D.1
Port: 830 2
TCP:
Cancel

Figure 19 - A communication method node properties dialog

Name - edit box; the name for the node; the name doesn’t
have to be unique

ID - numeric (disabled); the unique identifier of this node;
generated by Intelli-Site

User Level - drop-down menu (default: All Access); the User
Level a user must possess to open the properties for this node

Notes — multiline edit box; any notes the user may have for the
node

Address - edit box; the IP address of the panel or the network
manager

Port — numeric; the TCP port to connect with the panel or
network manager; it is set to the default value for the driver

type

Copyright © 2016-2017 OSSI, LLC 23
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TCP - check box (default: checked); when checked the driver

will communicate via TCP; when clear, UDP is the communication
protocol

4.3 The Panel Node

The panel node is found by expanding System Layout then the

Site and Area to which the panel was added in “JHardware
Management View. In the example below, the panel was

added to the site Corporate Headquarters and the area Area.

— ) System Layout
I = ) Comorate Headquarters
=)

+--4% Exercise Yard Permeter Silver X-Field

Figure 20 - The Silver X-Field panel node in the Project Node Tree

The panel node is the root node for the panel. In it are the
properties about the panel. Each of the inputs, outputs, and
alarms of the panel are child nodes of the panel node.

The following sections will explain:

e The properties of the panel node
e The child nodes of the panel

4.3.1 Panel Node Properties

Right-click on the panel node to open the properties. These

24 Copyright © 2016-2017 OSSI, LLC
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@f [1021] Exercise Yard Perimeter Silver X-Field x

Properties

(0BT a2l |Exercise Yard Perimeter Sibver X-Field 1D: (1021 =

Uszer Level: | All Access w~

MNotes:

Address: |1 s
Device Type: | SilverXField
Virtual: []

Virtual Point: |

Event buffer delta (min): |0 =

Aoy Cancel

Figure 21 — Senstar panel node properties dialog

Name - edit box; the name for the node; the name doesn’t
have to be unique

ID - numeric (disabled); the unique identifier of this node;
generated by Intelli-Site

User Level - drop-down menu (default: All Access); the User
Level a user must possess to open the properties for this node

Notes — multiline edit box; any notes the user may have for the
node

Address - numeric; the address of the panel

Device Type - disabled drop-down menu that displays the type
of panel it is

Virtual - check box; when checked the panel is virtualized,

allowing the driver to be brought online without having the
physical panel available
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Virtual Point - drop box; this I/O Point will be set when the
panel is virtualized, clear when it is not

Event buffer delta (min) - numeric (default: 0); only applies
to panels that buffer data; the Engine compares the time an
event occurs versus the current time, if the difference is greater
than the Event buffer delta, the event is logged but not acted
upon

4.3.2 Panel Child Nodes

Each Senstar panel has a number of inputs, outputs and alarms.
Each of these inputs, outputs and alarms are child nodes of the
panel organized by Sensor Alarms, Controls, and Alarms.

— l System Layout
i -} Comorate Headquarters
‘ S0 Area

= t-l Exercise Yard Perimeter Silver ¥-Field

+-Mt Sensor Alams
+-«(_r Controls
+-l Alams

Figure 22 — Silver X-Field panel child nodes

All of the child nodes are simple I/O points. They are high when
the point is on and low when the point is off. Some points have
child nodes of their own that further describe the state of the
point. These points are also simple I/O points. Only one of these
child points can be high at any one time. For example, if the
Processor Aux Input 1 is in alarm, both the Processor Aux Input
1 point and the Alarm point are high. Normal and Tamper would
both be low.

i---t_l Exercise Yard Perimeter Silver X-Field
=M Sensor Alamms

— = W Processor Aux Input 1

..... 4 Nomal

Figure 23 - The descriptive 1/0 points for an input of a Silver X-Field panel

For deeper understanding of I/O points, refer to the Intelli-Site
User’s Guide section 9.1 I/0 Points and Their Functionality and
9.3 The Properties Dialog.
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4.4 Panel Control Screen

When a panel is added to the Project, a popup screen is added to
the Tree as well. This is the panel control screen that is

displayed in “IHardware Management View. This popup
screen can be found by expanding

Screen Control->Popup Screens. Here is a node named for the
area in which the panel was added. In the example used in this
document, the panel was added to the area named Area.
Therefore, the node that groups these panel control screens is
named Area Popup Screens. Expanding this node reveals the
panel control screen nodes.

- i Setup

Constructs

System Layout

1L, Cardholder Control

- Screen Control

—-_u Popup Screens

i---.__..r Area Popup Screens

=Y Silver X-Field

[0 I e O e e P

Figure 24 - An example Panel Control Screen popup screen node in the Project Node Tree

The node name of the panel control screen popup screen reflects
the panel type and not the specific panel. If the project contains
20 Silver X-Field panels, there will be 20 Silver X-Field nodes in
this Area Popup Screens group. The panel to which the popup
screen is linked is denoted in the Base Object field of the popup
screen’s properties.
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W [1104] Area Popup Screens\Silver X-Field =

Properties
Marme: | D |17104 =

User Level: | All Access ~
Motes:
Height: |723 S X Position: |0 S
Width: 836 = v Docition. |0 o
Background: Base Object: |[1021] Exercise Yard Perimeter Silver X-Fie

Display/Dismiss Actions

Event: | gn Display ~

Action Target 2
o I
5 nse
3
Delete
4
5 v
Cancel

Figure 25 - Panel Control Screen node properties dialog

To display this popup screen in ELive View, an action grid
must be programmed to do so. Use either the PopUp or
PopUpDialog action with the popup screen node as the target.
The PopUpDialog action allows the user to move the dialog
around the screen and to dismiss it. PopUp does not.

To dismiss the popup screen, an action grid must be
programmed to do so using the action Popoff.

Note: Drag and drop of the popup screen node onto the design
area will create a button that pops up the popup screen.
This gives you a starting point.
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5 Set Up a Silver OmniTrax Zone

The Alarm Zone construct replaces the tedious and complicated
programming with a simple, single interface to configure all of
the necessary settings for an alarm zone. Defining alarm zone
constructs allows Intelli-Site to manage the alarm zone and
report on events that are truly important to the end-user. They
simplify screen object programming as well because they can be
the target of evaluation grids, meaning the user only needs to
evaluate the alarm zone construct and not each individual
sensor.

The procedure to create a functional OmniTrax alarm zone is:

1. Add and name four (4) virtual points that are needed for
the Alarm Zone construct

2. Add and configure an Alarm Zone construct

3. Add a polyline screen object that outlines the alarm zone

4. Link the screen object with the Alarm Zone construct, the
OmniTrax range, and define the appropriate active and
inactive images if desired

It is assumed that the user has added and configured the Silver
driver and Silver OmniTrax as outlined in Setup. If not, do so

now. I'll wait. When done, switch to s<4Design View.

Note: Setup of the Alarm Zone can only be performed in
=4 Design View.

5.1 Add Virtual Points

Four (4) virtual points are needed by an Alarm Zone construct.
Three of them are output points, meaning they are points the

Alarm Zone sets and clears, and one of them is an input point

that the user sets and clears.

The output points are Alarm, Tamper, and Failure. These points
will be set when the Alarm Zone is in Alarm, Tamper, or Failure.
The input point is Access. The user will set this point when the
Alarm Zone is being accessed and clear this point when the
Alarm Zone is secured.
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In EDesign View, expand System Layout until the desired
area is located. Right-click on the area node and select Add
Node. The Add Panel dialog displays.

Add Panel

Bl System Tools

i Automation Objects

i - Virtual Points
[+ Senstar

HtoAdd 1 |2 Cancel

Figure 26 - Add Panel dialog in EDesign View

Select Virtual Points. ADD ONLY 1!!! This is adding a Virtual

Points panel and not the individual virtual points. Click .
A Virtual Points panel is added to the area. Expanding the Virtual

Points panel reveals an virtual point group and the first virtual
point.

= )| System Layout
=- ) | Comorate Headquarters
= } Area
t:l Exercize Yard Permeter Silver X-Field
- 4% Silver Omni Trax
5@
= 4% New Virtual Point Group
.. 4% New Virtual Point

To add the other three points, right-click on New Virtual Point
Group and select Add Multiple. Since we need a total of four,
and we already have one, change the Quantity to Add to 3 and

click Lok 1],
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+-- 4% Exe

anel Guide

= ). Comorate Headquarters

rcise Yard Peimeter Silver X-Field

a:,.--tl Silver OmniTrax
=% Virtual Points

= R Al ew Virtual Point Group

i New Vitual Point

¥ New Vitual Point (1)

t g% Mew Virtual Paint (2)

#* New Vitual Point (3)

Obviously their default names are not useful. The example alarm
zone we are building is imaginatively named Zone 1. So let’s
open the properties dialogs of these virtual points and name

them:

Zone 1 Access Input
Zone 1 Alarm Output
Zone 1 Tamper Output
Zone 1 Failure Output

= J System Layout
= ,

Area

][] [ - -

-4 Virt
= t]

Corporate Headgquarters

- % Exercise Yard Permeter Silver X-Field
4% Siver OmniTrax

ual Points

Zone 1 Virtual Point Group

4% Zone 1 Access Input
L 4% Zone 1 Alam Output
i ¥ Zone 1 Tamper Output
..4% Zone 1 Failure Output

5.2 Add an Alarm Zone Construct

An Alarm Zone construct is needed so that Intelli-Site can do all
the alarm zone heavy lifting. Expand the Constructs node to
reveal all of the available constructs. Alarm Zone constructs are
organized by groups; therefore, adding a node to the Alarm

Zones node actually adds an

alarm zone group node. This allows

the user to organize the different alarm zones logically. To this
alarm zone group node, we'll add the actual Alarm Zone

construct node.

Right-click on the Alarm Zones node and select Add Node. A
New Alarm Zone Group node is added. It is strongly suggested
the user open the properties dialog and give the group a

meaningful name.
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Next, right-click on the alarm zone group node and select Add
Node or Add Node and Edit. Add Node and Edit adds an Alarm
Zone construct and opens its properties dialog so it can be
configured. The properties dialog has three tabs. We will modify
fields on the Properties and Options tab.

5% Setup
— } | Constructs
----- Action Groups

=& Mam Zones

L oE- X Mew Alarm Zone Group

BN .. o Zone)

Figure 27 - New Alarm Zone construct

5.2.1 Alarm Zone Properties Tab

On the Properties tab, the fields that will be modified are
Name, Alarm Output, and Access Input. In addition, the
sensor from the OmniTrax panel will be added to the Sensor

List.

1.

2.

32

Please change the Name. In this example, the Alarm Zone
is named Zone 1.

Locate the | A4  putton under the Sensor List. Click it
to add a line to the Sensor List.

. Drag and drop the Silver OmniTrax—>

Sensor Alarms->Cable Zone 1 point into the Sensor
field.

Click on the drop box for Alarm Output to open the
Select Tree Item dialog. This dialog presents only valid
targets for the drop box. Select the Zone 1 Output virtual

point and click | %€
Select Tree ltem *

+- Exercise Yard Perimeter Silver X-Field
+- Silver OmniTrax
=J- Vitual Poirts
=} Zone 1 Virtual Poirt Group
Zone 1 Access Input
™ Zone 1 Alamm Output
Zone 1 Tamper Output
.. Zone 1 Failure Output

OK Cancel
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5. Click on the drop box for Access Input, locate and select

the Zone 1 Access Input virtual point and click = ¥
This Properties tab should look something like this.
M [1451] New Alarm Zone x

Properties  Options  Actions

Mame: |ZD"'E1| Motes:

User Level: | All Access | ID: 1451 =

Sensor Setup

Use Alarm Expression: O Alarm Expression

Point Selection Qual. Oper.
v [, - ot Applicable [ >

** Mot Applicable ** - ~
Insert Delete
Sensor List
Sensor Latch Failure Disable Contrel Output
Add Delete
Alarm Qutput: |[144.7] Virtual Points\Zone 1 Alarm | Auto-Secure Timeout: |60 =

Access Input: |[1d-46] Virtual Points\Zone 1 Access| Aute-Secure Counten

Selected Counter Value: | |

Alarm Processing Setup

Processing Timeouts in Seconds:

Ack Timeout Value: |30 S Process Timeout Value: |30 >
Ack Timeout Counter: Process Timeout Counter:
Ack Timeout Output: Process Timeout Cutput:
Auto-Ack Input: Auto-Process Input: |
G

Figure 28 - Alarm Zone properties dialog: Properties tab after configuration

5.2.2 Alarm Zone Options Tab

Switch to the Options tab to finish the basic configuration of the
Alarm Zone. Here we will add the tamper and failure points.

1. Click on the Tamper Output drop box. From the resultant
Select Tree Items dialog, select the Zone 1 Tamper

Output virtual point and click ' %€

2. Click on the Tamper List drop list box and select the
points on the Silver OmniTrax that are tamper points,
specifically the Enclosure Tamper point. The drop list box
can accept many points, but the Select Tree Items dialog
will only allow one point to be selected at a time.
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3. Click on the Failure Output drop box then select the

Zone 1 Failure Output virtual point and click = °¢ |

4. Click on the Failure List drop list box and select the points
on the Silver OmniTrax that are failure points, specifically
the all of the fault points. The drop list box can accept
many points, but the Select Tree Items dialog will only
allow one point to be selected at a time. Each point has to
be added individually. The good thing is that the Select
Tree Items dialog filters out those points already in the
drop list box.

The Options tab should look something like this.

&3 [1451] Mew Alarm Zone b4

Properties  Options  Actions

Alarm Options Tamper Options
Pre-Alarm Delay: 0 s Tamper Qutput; |[1448] Virtual Points\Zone 1 Tampe
Pre-Alarm Point: Tamper List [1367] Silver OmniTrax\Enclosure Ta
All Sensors: [
Mult. Senszor Window (sec): 30 =

Multiple Sensor Qutput: |

Failure Options

Adjacent Zone List:

Failure Qutput: |[1449] Virtual Points\Zone 1 Failure

Failure List: |[1372] Silver OmniTrax\8V Rail Fz
[1373] Silver OmniTrax\3V3 Rail F
[1373] Silver OmniTrax\2V5/1V2 |
[1374] Silver OmniTrax+5V/-5V v

Camera Views

Camera Preset Primary

Include Sensor Failure Points: [
Disable On Zone Failure: []

Cancel

Figure 29 - Alarm Zone properties dialog: Options tab after configuration

Click to save these changes.
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5.3 Add A Polyline Screen

It is assumed that an image of the facility has been added to the
Project and that image has been added to the screen. This allows
us to draw the alarm zone screen object onto the image so the
Active Image can display where the activity in the Alarm Zone
is on the facility image. It's not necessary but makes this feature
so much more useful.

The @ polygon screen object tool will be used to mark the
location of the alarm zone. In &<4Design View, click on the

@ polygon screen object tool in the Toolbar to the right of the
screen. Move the mouse to the beginning of the alarm zone and
click. This sets the first point of the polygon. Move the mouse to
the next position on the alarm zone and click. This sets the
second point of the polygon. Notice that there is now a straight
black line connecting the two points. Move the mouse to the next
point and the next until the alarm zone has been completely
defined ending with the last point on the alarm zone. Press the
Esc key on the keyboard to signal the end of drawing. Intelli-Site
will close the polygon.

Intelli-Site - Senstar - x

- (¥ Setup "
)| Constructs
Action Groups

=147 Aam Zones [T}
= -l New Alam Zone Group . =
-4 Zone 1

_____ o Integration Software =
-l Call Stations O
-8 Cuson s Lead In Screqis
..... B Doors .
----- B Guard Tours a
----- Interfock Groups a
~F2 Scheduled Everts =
----- System Schedules a
----- System Time Periods 7
=) System Layout By
=), Comorate Headquarters ;
244 Area L]
il 4% Exercise Yard Perimeter iver X-Field B

4% Siver OmniTrax
1 4% Virual Points -

[

f 1%, Cardholder Control
- Sereen Control

In

k=

Aam Description Status Priority Date Time Count  Cand No.
Ack Ack All

Clear Clear Al

Queue Cortrol

Figure 30 - The Polygon screen object
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Now it's time to turn the polygon into a polyl/ine screen object.
Right-click on the polygon to open its properties dialog. Locate
the Frame Style field.

Edit Screen Object *

Properties  States

= New Poly Object] D: 1417 =
User Lewvel: |AII Access V| Log When Selected:
Display Setup
Attributes Location
Freeze Edit: [] X Posttion: |67 =
Y Position: 447 =
X Offset Y Offset
217 -1
156 144
Frame Style: |P0h.'gon ~
Line me: =ohd ~ i ==
Notes:
Cancel

Figure 31 - Polygon screen object properties dialog

Notice the Frame Style is Polygon. Click on the field and select

PolyLine from the drop-down menu. Then click [ ok o save
these changes.
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Intelli-Site - Senstar

- & Setup

=) Constructs

----- Action Groups
=& Mam Zones
=) &' New Alamm Zone Group
i 4 Fone 1
----- APB Zones
----- [ Call Stations
----- €% Custom Scripts
[ Doors
B Guard Tours
Interlock Groups
Scheduled Events
System Schedules
System Time Periods

=) System Layout

= ). Comorate Headquarters
B )L Area
- 4% Exercise Yard Perimeter Sitver X-Field
4% Silver OmniTrax
4% Vitual Points

M, Cardholder Control

- Screen Control

Integration Software

Lead In Screeg

v
>

deSRDEER R

1]

= [

me

1]

Alam Description
Ack Ack Al

Clear Clear Al

Status

Priority

Date Time Count  Card No.

Queue Control

Menu -

Figure 32 - The Polyline screen object

5.4 Link the Screen Object and the Alarm Zone
Construct

The final step is to link the screen object to the Alarm Zone
construct.

Open the properties of the polyline screen object by right-
clicking on a vertex. Notice the Alarm Locations group box.
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Edit Screen Object *
Properties  States
=N I New Poly Object] ID: [1417
User Lewvel: |AII Access V| Log When Selected:
Display Setup
Attributes Location
Freeze Edit: [ X Posttion: |67

Y Posttion: 447

Ar A

Frame Style: | Palyline v

Notes:

Alam Locations
Alam Zone:

Cancel

Figure 33 - Polyline screen object properties dialog

This group box appears when the Frame Style is set to
PolyLine. When an Alarm Zone construct is dropped in the
Alarm Zone drop box, the other fields are enabled. These fields
allow Intelli-Site to show the user exactly what is happening in
the alarm zone at any instant.

Alarm Zone - drop box; the Alarm Zone construct for this
polyline screen object; click on the drop box to open the Select

Tree Items dialog; locate the desired Alarm Zone then click
oK

Starting Location - numeric; the beginning measurement of
the alarm zone. For example, this alarm zone may begin at the
45 m mark of the physical fence.

38 Copyright © 2016-2017 OSSI, LLC



Senstar Panel Guide

Ending Location — numeric; the ending measurement of the
alarm zone. For example, this alarm zone may encompass 25 m;
therefore, the ending location is 70 m (45 m + 25 m).

Active Image - drop box; the image to display at the location
on the polyline that corresponds to the active location on the
physical alarm zone; click on the drop box to open the Select
Tree Items dialog; locate the desired active image Zone then

click = 9%

Inactive Image - drop box; the image to display at the
location on the polyline that corresponds to the inactive location
on the physical alarm zone; click on the drop box to open the
Select Tree Items dialog; locate the desired inactive image

Zone then click | ©K

When all of these fields are set correctly, click [k o save
them.

Now, when the user is in &<dLive View and the Silver driver is
enabled, the user will see the exact state of the alarm zone.
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