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Technical Support Assistance

OSSI, LLC Headquarters

0SS, LLC

10125 S 52nd St.
Franklin, WI 53132-8677
(262) 522-1870

(888) 488-2623

Technical Support

Technical support is available via telephone or email. Contact
Technical Support 8:00 AM to 5:00 PM Central Standard time. If
calling after hours, please leave a detailed voice mail message,
and someone will return your call as soon as possible.

Email: support@ossi-usa.com
Phone: (888) 488-2623

When calling, please be at the computer prepared to provide the
following information:

e Product version number, found by selecting the E&About
button from the Intelli-Site Application Menu.

e The type of computer being used including, operating

system, processor type, speed, amount of memory, type of

display, etc.

Exact wording of any messages that appear on the screen.

What was occurring when the problem was detected?

What steps have been taken to reproduce the problem?

It is highly recommended that the user generate a support

package for transmission to Intelli-Site technical support

staff. To generate the package, run the Intelli-Site

Configuration Utility. Create Support Package... is the last

option in the Tools menu.
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1 Introduction

Intelli-Site supports the ASSA ABLOY Door Service Router (DSR).
This integration was written using the D125_SRS_CSIGeneric
Security System Integration Specification.

Intelli-Site communicates with the DSR which communicates with
the Access Points. Intelli-Site does not directly interact with the
Access Points. ASSA ABLOY suggests that the DSR be treated as
a network appliance including the DSR and the Access Points.

This guide explains managing and controlling the ASSA ABLOY
DSR with Intelli-Site Security Management Software.

Copyright © 2021 OSSI, LLC 7
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2 Installation Guide

The ASSA ABLOY DSR driver in Intelli-Site must be installed. No
external software is needed on the host computer.

If Intelli-Site has been installed without the ASSA ABLOY DSR
driver, run the Intelli-Site installer again and select Modify.

During the installation or modify installation process, you are
presented with the Select the drivers you want to install
window.

Intelli-5ite - InstallShield Wizard pod

Select the drivers you want to install. “

Select the drivers you want to install, and deselect the drivers you do not want to install,

Aiphone-T¥ Driver ~
Allen Bradley Driver
ASSA ABLOY DSE. Driver

GenetecSC Drvier

Select all Clear all

< Back Mext = Cancel

Figure 1 - Select the drivers you want to install

Ensure the ASSA ABLOY DSR Driver option is checked then
continue with the installation or modification.

8 Copyright © 2021 OSSI, LLC
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3 kdHardware Management View

The ASSA ABLOY DSR driver and ASSA ABLOY DSR panel are best
configured in “IHardware Management View.

3.1 Setup

Setting up the ASSA ABLOY DSR Driver and ASSA ABLOY DSR
panel is straightforward.

The process is:

Add an ASSA ABLOY DSR driver

Add an ASSA ABLOY DSR panel

Configure the ASSA ABLOY DSR panel

Download the ASSA ABLOY DSR panel settings

Add Access Point panels and configure them as necessary

unhwnhrE

3.1.1 Add an ASSA ABLOY DSR Driver

Adding an ASSA ABLOY DSR driver is simple, but important.
Without it, no communication with the ASSA ABLOY DSR panels
can occur.

Hardware is managed in the “IHardware Management View.
If you are not in >«-\':ﬁHardware Management View, click on Menu~
and select 3.

Copyright © 2021 OSSI, LLC 9
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Intelli-Site - Testing - X

Comporste Headquarters < . | Area Aea <.

Alarm Description Status Priority Date Time Count  Card Mo.  Acked By
Ack Ack Al
Clear Clear All
< >
Queue Control
Menu - License Valid, expires: Friday, January 7, 2022 SMA expires: Friday, January 8, 2021

Figure 2 - Hardware Management View

To add the ASSA ABLOY DSR driver, click the [ AddDriver |, ¢t0n
The Choose Driver Type dialog displays.

& Choose Driver Type ot

Mote: A driver is not specific to an area, panels are. It will appear
in all areas until a panel has been added to it. The driver will then
display only in the area to which its panels belong.

Driver Type: | ASSA ABLOY DSR v/

[ ok ][ Cancel |

Figure 3 - Choose Driver Type Dialog

Select ASSA ABLOY DSR from the Driver Type drop-down list in

the Choose Driver Type dialog. Click [ o< 1 A new ASSA
ABLQOY DSR driver icon is added to the screen and its properties
dialog opens.
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s [1288] New ASSA ABLOY DSR Driver X

Properties  Card Config

[FETOT= | ew ASSA ABLOY DSR Driver| D: (1288

User Level: | All Access ~

MNotes:

Enabled: Default Retry Start Delay: Retry Start Delay: |13

Panel List: Computer List:

[4] LATWin10

Cancel

Figure 4 - ASSA ABLOY DSR Driver Properties Dialog

Note: For an explanation of all of the driver properties, see ASSA ABLOY
DSR Driver Node.

Please change the Name of the driver to reflect the use and/or
location of the panel that this driver will manage. Switch to the
Card Config tab.

Copyright © 2021 OSSI, LLC 11
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s [1288] New ASSA ABLOY DSR Driver

Properties

For an integrated system using multiple types of access control, these card configurations are used to convert normal card formats to
the ASSA ABLOY DSR format PROX_RAW, and back to make sure the same card can be used for multiple systems.

Card Configurations

Format
1]

Mame

Length Data Mask

st Parity Mask

2nd Parity Mask

3rd Parity Mask

26 bit Standard *55555555CCCCCC.. | ECOOOONGGOOOCT™,,, | mrmmmmmmmsm)KX...
29 Compass Secure 29 CCCCCCCCCCCOT,,, | Frmmmmmrmmprs, | | )OO )00,
32 32 bit Flex-Pass 32 FFFFFFFF555555550C...
35 35 bit HID Corporate |35 **555555555555°CC.., | FEMMTIOCIOCUOCHK.., | IO, | QOO .
36 36 bit Motorola-CTL | 36 F5555555555555555...
37 37 bit HID H10304 37 *5555555555555555... | EXGGOOOOOOGGGGK... KK
43 055148 43 *55555555555CCCT.., | EXGGOOOOOOGGGGK. .

|| Delete |

[ ok ]| cancel |

Figure 5 - Driver properties: Card Config tab showing Card Configurations

The driver comes pre-loaded with seven (7) card configurations.
If there are or ever will be different access control panels at this
facility that will be managed by Intelli-Site, the ASSA ABLOY DSR
card configuration(s) used by this facility must be added here and
in in the list of card formats on the Card Data screen. This does
not have to be done at this moment. See The Card Config Tab if

needed once setup is complete. Click [ ok 1 The dialog closes,
saving the changes.

Figure 6 - ASSA ABLOY DSR Driver icon
3.1.2 Add an ASSA ABLOY DSR Panel

Once an ASSA ABLOY DSR driver is added, it's time to add an
ASSA ABLOY DSR panel to it.
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Right-click on the ASSA ABLOY DSR driver icon and select Add
Panel. The Add Panel dialog displays.

Add Panel

[SR ASSA ABLOY

i ASSA ABLOY DSR Panel

#to Add: |1 = Cancel

Figure 7 - Add Panel Dialog

Select ASSA ABLOY DSR Panel. Leave # to Add at 1. Click

[ o | A New ASSA ABLOY DSR Panel icon is added to the
target driver.

(™ e AssA

SoLOY DS New ASSA
i ABLOY DSR
Fanel

Figure 8 - A new panel

This icon, , is the settings download required icon. It indicates
a download of the panel’s settings is needed. Once the panel is
configured, we will download it.

Next comes configuring the panel.

Copyright © 2021 OSSI, LLC 13
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3.1.3 Configure the ASSA ABLOY DSR Panel
The ASSA ABLOY DSR panel is configured using the Quick Config

dialog. To open the Quick Config dialog, right-click on the ASSA
ABLQOY DSR panel icon and select Quick Config.

@ Configure New ASSA ABLOY DSR Panel X
Properties  Configuration ltems  Filters  Alarms
Panel Mame: |Mew ASSA ABLOY DSR Panel Firmware Version: | <none>

Notes: virtual: [J

Connection Settings Access Points:

DSR Address:  [192.162.12.140

DSR.Port: (8080

Use W5-Encryption: O
Use HTTPs/ssL: [

Auto Detect Existing Access Points In DSR

Add Access Point

Download

Holidays | | Time Zones | | Authorizations | | Settings | | Cards Confirm All

Apply 0K Cancel

Figure 9 - ASSA ABLOY DSR Quick Config dialog
The configuration data is separated on four (4) tabs.

e Properties tab - designates the connection information,
can detect and add Access Points, download the various
configurations and settings

e Configuration Items tab - defines the mappings of floor
names to floor numbers

e Filters tab - select the filters

e Alarms tab - select the alarms
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Note: Best practices suggest that as configuration of each tab is complete,

click the I ##% __putton. This saves all changes without closing the
dialog.

3.1.3.1 The Properties tab

The Properties tab is where the IP connection settings are
defined. The access points managed by the DSR are detected
and/or added here. Each of the different configuration elements
that must be downloaded to the panel are downloaded from this
tab using the download buttons.

@ Configure New ASSA ABLOY DSR Panel X
Properties  Configuration ltems  Filters  Alarms
Panel Mame: |Mew AS5A ABLOY DSR Panel Firmware Version:  <none>

Motes: Virtual: (]

Connection Settings Access Points:

DSR Address:  [192.168.12.140

DSR Port:  |B0B0

Use W5-Encryption: O
Use HTTPs/ssL: []

Aute Detect Existing Access Points In DSR

Add Access Point

Download

Holidays | | Time Zones | | Authorizations | | Settings | | Cards | | Comnplete Confirm All

Apply 0K Cancel

Figure 10 - The Configure OTIS Panel tab

Change the Name of the panel to describe its use or location. Fill
in the Connection Settings data. DSR Address is the IP address
or hosthame of the DSR. The remaining connection settings data
is found in the ASSA ABLOY DSR Support Tool under
Configuration Settings->Server Settings->WS Encryption
and Port Configuration. DSR Port is the Access Data Port
data field. Check Use WS Encryption and/or Use TLS/SSL if
they are set to true in the DSR Support Tool.

Copyright © 2021 OSSI, LLC 15
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Notice the button is salmon colored. This means a download
of the settings is required. There is no mechanism to upload the
current default configuration settings from the DSR. Therefore, to
make sure the DSR and Intelli-Site are in sync, the settings from
Intelli-Site must be downloaded. Those settings are found on the
next three (3) tabs: Configuration Items, Filters, and Alarms.

Once these tabs are configured, a download will be initiated.
On to the Configuration Items tab.
3.1.3.2 The Configuration Items Tab

On the Configuration Items tab, define the default configuration
item settings for an Access Point.

@ Configure New ASSA ABLOY DSR Panel X
Properties 5 Filters  Alarms
Configuration ltems:

[tem Type SxPx Battery Powered SxPx External Powered (
Visible Feedback Enable v|BooL |v
Audible Feedback Enable ~|BOOL |~ | True True
Visible Indicators Enable ~|BOOL |~ | True True
Audible Indicators Enable ~|BOOL |~ | True True
Wait For 2nd PIN Duration (seconds) ~ U8 ~ | Factory Default Factory Default
Invalid Attermpts Until Lockout ~ U8 ~ | Factory Default Factory Default
Duration of Lockout (seconds) ~ U8 ~ | Factory Default Factory Default
Invalid Credential Idle Reset Time (seconds) ~ U8 ~ 40 40
Panic Mode ~|BOOL |~ Factory Default Factory Default
DOTL Time (seconds) ~ U8 ~ | Factory Default Factory Default
Session Timeout (seconds) ~ U8 ~ 30 30
Scheduling Algorithm ~lug ~ | Simple Disable
Scheduler Awake Duration (decaseconds) ~ U8 ~ |3 3
Scheduler Hour of Day Map ~ | STRING |~ | Factory Default Factory Default
Scheduler Day Of Week Map ~lug ~ | Factory Default Factory Default
Scheduler Day Of Month Map v U16 ~ | Factory Default Factory Default
Period Scheduler Awakens (minutes) v U16 ~ | Factory Default Factory Default
Scheduler On At Hours:Minutes #1 v U16 ~ | Factory Default Factory Default
Scheduler On At Hours:Minutes #2 v U16 ~ | Factory Default Factory Default
Scheduler On At Hours:Minutes £3 v U16 ~ | Factory Default Factory Default
Scheduler On At Hours:Minutes £4 v U16 ~ | Factory Default Factory Default
Inhibit Voltage Threshold ~lug ~ | Factory Default Factory Default o

Apply Cancel

Figure 11 - The Configuration Items tab
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3.1.3.3 The Filters Tab

On the Filters tab, define the default filter settings for an Access

Point.

& Configure New ASSA ABLOY DSR Panel

Properties  Configuration ltems

Filters:

tem SxPx Battery Power SuPx B;ttery Power SxPx External Power SuPx Ex_terna\ Power 2
Reporting Recording Reporting Recording

Invvalid PIN w

User ~ O O O O
One Time ~ O O O O
Passage Begin ~ O O O O
Passage End ~ O O O O
Bad Time ~ O O O O
Locked Qut ~ O O O O
Low Battery ¥ | O O O
Dead Battery ~ O O O O
Battery Replaced ~ O O O O
User Added ~ =] =] [ |
User Deleted ~ [} [} 1 1
Emergency - O O O 0
Panic ~ O O O O
Relock ~ O O O O
Lockout Begin v O O O O
Lockout End ~ O O O O
Reset v O O O O
Date/Time Set v O O O O
Log Cleared O O O O
DE Reset O O O O
Comm Started 1 1 1 1 s

Apply

OK

| Ccancel

Figure 12 - The Filters tab

Copyright © 2021 OSSI, LLC
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3.1.3.4 The Alarms Tab
On the Alarms tab, define the default alarm settings for an Access
Point.
& Configure New ASSA ABLOY DSR Panel x
Properties  Configuration ltems  Filters | Alarms |
Alarms: R Battery Powered | External Powered --------------------| |
Re L Log| t‘.?l? Re L login L8
Security P og og In M Securiy P og 091N R
et T e e e Y DD s W e
Mode
Valid O O | O O O &
Denied
Door Secured
Door Forced
Key Override
Invalid Entry
DOTL

Low Battery

REX Held

Real Time Clock Failure
Tamper Alarm

Tamper Restore

Door Open

Door Closed

REX Depressed

Hardware Failure

MRS RS RS RS RS RN RN A A RN R R RS T ET B
dooogoOoOoooooooOoOoo
dooogoOoOoooooooOoOoo
ooooooooooooooo
dE0O00dEEREEREREEE
HEOOOdEEFEERFFEEE
HEO0O0OFEEREFERFREEE
dooogoOoOoooooooOoOoo
dooogoOoOoooooooOoOoo
ooooooooooooooo
dEf00OdEEREEREFEREE
HEOf0fOOdEEEEREREREE
dEfd0ddddEEEEEE R E

Harvest Failure

H
(%]
o
3
5]
@

Apply K

Figure 13 - The Alarms tab

Click o],
3.1.4 Download ASSA ABLOY DSR Panel Settings

Once the default configuration has been defined, it should be
downloaded to the ASSA ABLOY DSR. The DSR will download
these settings to all existing Access Panels so they can update
those settings that are using the default values and not custom
ones. Also, when a new Access Point is detected by the ASSA
ABLOY DSR, this is the default configuration given to it.

Before the settings can be downloaded, the driver must be
enabled.

18 Copyright © 2021 OSSI, LLC
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Figure 14 - Disabled driver

Right-click on the driver icon and select Enable Driver. The
connection indicator will change color from grey to red then to
green if the DSR is online.

Figure 17 - Driver connected to the ASSA ABLOY DSR

Right-click on the ASSA ABLOY DSR panel icon and select Quick

Config. The Quick Config dialog displays. Click the I:lbutton.
A Download Confirmation dialog displays.

Copyright © 2021 OSSI, LLC 19
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Download Confirmation

Are you sure you want to download settings to this Panel?

Figure 18 - Download Confirmation dialog

Click .The settings are sent to the DSR, and the button
iS now grey.

Next comes adding Access Points.
3.1.5 Add and Configure an Access Point Panel

When an Access Point is installed, the technician uses the ASSA
ABLOY DSR Lock Configuration Tool to give the Access Point the
connection information for the DSR. The Access Point initiates a
connection to the DSR, the DSR adds the Access Point to its list if
it does not exist already and then sends any pending downloads.
In fact, for battery-powered Access Points, any download
requested must wait for the Access Point to connect to the DSR
before the download can occur. The Access Point is offline until it
wakes up. ASSA ABLOY Best Practices suggest adding an alarm
that will trigger the Access Point to wake up. This is especially
useful during commissioning.

There are two methods to add an Access Point panel. One is to
auto detect it and the other is to manually add it.

3.1.5.1 Auto-Detect Access Point Panels

The process for adding Access Points to Intelli-Site using the auto-
detect method is as follows.

1. Install the Access Point hardware.

2. Configure the Access Point hardware using the Lock
Configuration Tool.

3. If the Access Point is battery-powered, trigger the wake-up
event so the DSR detects it. A PoE Access Point will connect
to the DSR immediately.

4. In the ASSA ABLOY DSR panel Quick Config dialog, click

Auto Detect Existing Access Points In DSR to retrieve the ||St Of ACCGSS POintS
from the physical DSR.

20 Copyright © 2021 OSSI, LLC
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5. Click . #e¥ [ or 9% | to add the Access Point panel(s) to
Intelli-Site.

6. Open the Access Point panel’s Quick Config dialog,
customize the settings as needed, and download the

settings by clicking [==ne=]

Let us assume the technician has performed steps 1, 2, and 3.
The rest of this section will walk through the steps that pertain to
Intelli-Site.

3.1.5.1.1 Auto-detect the Access Point(s)

Open the Quick Config dialog by right-clicking on the ASSA
ABLOY DSR panel icon and selecting Quick Config.

& Configure The ASSA ABLOY DSR Panel b4

Properties  Configuration ltems  Filters  Alarms

Panel Mame: |The ASSA ABLOY DSR Panel Firmware Yersion:  <none=

MNotes: Virtual: (]

Connection Settings Access Points:

DSR Address:  [192.188.12.140

DSR Port:  |B0BD

Use W5-Encryption: O
Use HTTPs/ssL: [

Auto Detect Existing Access Points In DSR

Add Access Point

Download

Holidays | | Time Zones | | Authorizations Cards | Complete Confirm All

HApply OK Cancel

Figure 19 - ASSA ABLOY DSR panel Quick Config Auto Detect called out

Click | AutoDetectBxisting AccessPointsin BSR | - A Auto-Detect Confirmation
dialog displays.

Copyright © 2021 OSSI, LLC 21
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Auto-Detect Confirmation

Are you sure you want to auto-detect this Panel?

Yes Mo

Figure 20 - Auto-Detect Confirmation dialog

Click fedes 3. Intelli-Site logs in to the ASSA ABLOY DSR and
retrieves the Access Points.

& Configure The ASSA ABLOY DSR Panel X
Properties  Configuration ltems  Filters  Alarms
Panel Mame: |The AS5A ABLOY DSR Panel Firmware Version:  £.0.13.0
Motes: Virtual: []
. )
Connection Settings Access Points:
[0] OSSI WI-FI IN120
DSR Address:  |192.168.12.140 [0] Home_PoE_Keypad
DSR Port: (8080 =
Use W5-Encryption: O
Use HTTPs/SsL: []
Aute Detect Existing Access Points In DSR
. J
Add Access Point
Download
Helidays | | Time Zones | | Authorizations | | Settings | | Cards | | Complete Confirm All
Apply OK Cancel

Figure 21 - Access Points retrieved from the panel

All of the Access Points the DSR panel has detected are listed in
the Access Points list box. Notice the number in square brackets
before the name of each Access Point. That number is the node
ID. At this point, these Access Points are new, and nodes have not
been added to Intelli-Site. If the Access Point exists in Intelli-Site,
the actual node ID would display in the square brackets. Click

feply | or %€ to add the new Access Point panel(s).

22 Copyright © 2021 OSSI, LLC
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| Home PoE Key &

pad g |

Figure 22 - Access Point Panel icons added to the driver
3.1.5.1.2 Configure and Download the Access Point Settings

Since there is no way to retrieve the current settings of an Access
Point, it is important to perform a settings download for each
Access Point to ensure the Access Point and Intelli-Site are in
sync. This would also be the time to setup any custom
configurations or attributes.

& Configure 0SS WI-FI IN120 X
]

Properties  Configuration ltems  Filters  Alarms

Marne: | OSSIWI-FI IN120 Virtual: [ Firmware Version: |3 0p08 cx v3332

Serial Mumber Information

MNotes:
Manufacturer:  PCI

Manufacture Date: | Year: 7 Week: 43 (Compatibility Mode)
Board |dentifier: |Sx Controller with PFM
Serial Number In Week: 0156

Access Paint ID: | b532d025-1b8b-49d3-bbec-cBb7a8siddcd Target Company: |Sargent

Access Paint Type: |SxPx Battery Powered Metwork Interface Device: | DPAC 202.11BGN Zonda

Serial Number:  PC743D01565F06AA Power Supply: | EEHEES

. - = P
Sync Status: | Synchronized Lock Body Type: | Sargent 82276 Mortise w/cylinder & DB

Last Seen: | 07/12/2021 17:22

tico

Last Comm Error: 05/06/2021 14:22

Confirmed:

DSR Actions Attributes:
|Conii|m ‘ | Replace | | Delete | | Refresh | Attribute Value C
Network RSSI ~
Mode Schedule: LS CA Certificate Val.. | N/A
Time Zone Mode Coin Cell Voltage ~[3.25
Always ~ | Primary Only ~ TLS Client Certificate ... |~ | N/A
Battery Status ~ | HIGH
TLS CA Certificate Val.. |~ | N/A "

Download

| Holidays ‘ |T|me Zones | ‘ Autholizations| _I

mpy | [ oK || canes

Figure 23 - Access Point panel Quick Config dialog
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Note: Holidays, Time Zones, and Authorizations will be covered in
=JAccess Management View

Click the button to download the settings to the Access
Point. The driver takes the default settings defined on the ASSA
ABLOY DSR panel, applies the customizations, if any, then
downloads these settings to the DSR for the Access Point.

The DSR will download the settings to the Access Point when the
Access Point is online. For PoE Access Points, the download is
immediate. For battery-powered Access Points, the download will
occur when the Access Point wakes up. If a wake-up event was
configured for the Access Point, the technician should trigger said
event to ensure the download occurs in a timely manner.

Wash, rinse, and repeat for each Access Point as it is installed at
the facility.

3.1.5.2 Manually Add Access Point Panels

The process for adding Access Points to Intelli-Site manually is as
follows.

1. Add the Access Point in the ASSA ABLOY DSR Quick Config
dialog.

2. Open the Access Point panel’'s Quick Config dialog,
customize the settinis as needed, and download the
settings by clicking  Settings |

3. Install the Access Point hardware.

4. Configure the Access Point hardware using the Lock
Configuration Tool.

5. If the Access Point is battery-powered, trigger the wake-up
event so the DSR detects it. A PoE Access Point will connect
to the DSR immediately. The DSR will download the settings
to the physical Access Point.

The rest of this section will walk through these steps.
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Note: Ensure the serial number for the Access Point is available. It must be
entered by hand with this method.

3.1.5.2.1 Add the Access Point

An Access Point can be added to the ASSA ABLOY DSR and to the
ASSA ABLOY DSR panel. Open the Quick Config dialog by right-
clicking on the ASSA ABLOY DSR panel icon and selecting Quick

Config. Locate the ' AdtAecesFoint [htton,

& Configure The ASSA ABLOY DSR Panel w

Properties Configuration [tems  Filters ~ Alarms

Panel Mame: |The ASSA ABLOY DSR Panel Firmware Version: |<none>
Motes: Virtual: (]
Connection Settings Access Points:

DSR Address:  [192.168.12.140

DSR Port: (8080

Use WS-Encryption: [
Use HTTPs/SsL: []

Auto Detect Existing Access Points In DSR

Add Access Point
Download

Holidays | | Time Zones | Authorizations Cards | Complete Confirm All

Apply 0K Cancel

Figure 24 - Add Access Point button on the Quick Config dialog

Click it. An Add Access Point dialog displays.
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¥ Add Access Point *

MNOTE: This will immediately add a new Access Point to the D5R.

Access Point Mame: |NEW Panel |

Serial Mumber: | |

Serial Mumber Info

Manufacturer:
Manufacture Date:

Board |dentifier:

Serial Number In Week:
Target Company:
Metwork Interface Device:
Power Supply:

Lock Body Type:

Cancel

Figure 25 - Add Access Point dialog

Enter the name of the Access Point and the serial number. Click

[k 1 The dialog closes. The Access Point is immediately sent
to the ASSA ABLOY DSR where it is added and confirmed. The

Access Point will exist in the DSR even if the | %™ putton on
the Quick Config dialog is clicked. The new Access Point is added
to the list of Access Points.
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& Configure The ASSA ABLOY DSR Panel x

Properties  Configuration tems  Filters  Alarms

Panel Mame: |The AS5A ABLOY DSR Panel Firmware Version:  <none=

Motes: Virtual: (]

Access Points:

[0] Q551 WI-FI INT20

Connection Settings

DSR Address:  [192.168.12.140

DSR Port: (8080 >

Use W5-Encryption: O
Use HTTPs/SsL: []

Auto Detect Existing Access Points In DSR

Add Access Point

Holidays | | Time Zones | | Authorizations | | Settings | | Cards | | Complete Confirm All

Download

Apply OK Cancel

Figure 26 - Quick Config after adding an Access Point manually

Notice the number in square brackets before the name the Access
Point. That number is the node ID. At this point, this Access Point
is new, and the panel node has not been added to Intelli-Site. The
Access Point panel node is added to Intelli-Site when | ¥ | or

is clicked. A panel icon for the Access Point panel is also
added to the chain of panels on the driver.

The ASSA |

ABLOY DSR
Driver

—

Figure 27 - ASSA ABLOY DSR panel and the Access Point panel

The Access Point panel is added using the current default
configuration from the DSR.
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Note: If the Access Point panel is a battery-powered panel, the connection
indicator will become red since they are only online for brief periods
of time.

3.1.5.2.2 Configure the Access Point Panel

To ensure the Access Point, ASSA ABLOY DSR, and Intelli-Site are
synchronized in their configuration settings, a settings download
for the Access Point must be performed. This is also the time to
customize the configuration settings. The configuration of the
Access Point panel is customized using the panel’s Quick Config
dialog. Right-click on the panel and select Quick Config.

If the DSR has already detected the Access Point, the attributes
of the Access Point will appear in the Attributes table.

& Configure 0SS WI-FI IN120 b'e
]

Properties  Configuration ltems  Filters  Alarms

Marne: | O551WI-FI IN120 Virtual [ Firmware Version: | 3_0p09_cx_v3332
Serial Number Information

Motes:
Manufacturer:  PCI
Manufacture Date: | Year: 7 Week: 43 (Compatibility Mode)
Board |dentifier: |Sx Controller with PFM

Serial Nurnber In Week: 0156

Access Paint ID: | b532d025-1b8b-49d3-bbec-cBb7a8siddcd Target Company: |Sargent
Access Paint Type: | SxPx Battery Powered Metwork Interface Device: |DPAC 802.11BGN Zonda
Serial Number: PC743D01565F06AA Power Supply: |EECHS

Sync Status:  Pending Lock Body Type: |Sargent 82276 Mortise w/cylinder & DB

Last Seen:  07/08/2021 17:22

A4

Last Comm Error:  03/06/20

Confirmed:
DSR Actions Attributes:
Confirm Replace Delete Refresh Attribute Value &

Mode Schedule: TLS CA Certificate Val... |~ |N/A

Time Zone Mede Coin Cell Voltage ~ |3.26
Always ~ | Primary Only ~ TLS Client Certificate .. |~ N/A
Battery Status ~ |HIGH
Add Delete l'lﬁft\ Certificate Val.. |~ | N/A s ¥
Download

Holidays | Time Zones | Authorizations | | Settings | | Cards | | Complete

oot Cancel

Figure 28 - Access Point Panel Quick Config dialog for an existing Access
Point

If not, the Attributes table will be empty.
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& Configure SxPx Battery Powered Access Point Panel x

Properties Configuration Items  Filters  Alarms

Mame: |5xPx Battery Powered Access Point Panel Virtual: [ Firmware Version: | <none>

Serial Number Information
Motes:

Manufacturer:  PCI
Manufacture Date: | Year: 7 Week: 43 (Compatibility Mode)
Board Identifier |5k Controller with PFM

Serial Number In Week: 0156

Access Point ID: |b532d025-1b8b-49d3-bbcc-e8b7a85fddcd Target Company: |Sargent

Access Point Type: |SxPx Battery Powered Metwork Interface Device: | DPAC 202.11BGN Zonda

Serial Number: |PCT43D01565F064A Power Supply: |EaHERS

Sync Status: |pending Lock Body Type: |Sargent 82276 Maortise w/cylinder & DB
Last Seen:  |03/06/2021 14:23 B
Last Comm Error:  05/06/2021 14:23 o
Confirmed:
DSR Actions Attributes:
Confirm Replace Delete Refresh Attribute Value

Meode Schedule:

Time Zone Mode

Always ~ | Primary Only ~
Add Delete

Download

Holidays | Time Zones | | Authorizations | | Settings | | Cards | | Complete

Aply Cancel

Figure 29 - Access Point Panel Quick Config dialog for an unknown Access
Point

When the DSR detects the Access Point, the driver will retrieve
the attributes. Modifications to the attributes can only be done
after the DSR detects the Access Point.

Note: Holidays, Time Zones, and Authorizations will be covered in
Access Management View

Set the configuration items, filters, and alarms for this Access

Point that are different from the default. Click the button
to download the settings to the Access Point. The driver takes the
default settings defined on the ASSA ABLOY DSR panel, applies
the customizations, if any, then downloads these settings to the
DSR for the Access Point.

The DSR will download the settings to the Access Point when the
Access Point is online. For PoE Access Points, the download is
immediate. For battery-powered Access Points, the download will
occur when the Access Point wakes up.
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If the Access Point hardware has not been installed, now is the
time to do it. When the technician installs the Access Point, he
should include a wake-up event in its configuration. Now is the
time to trigger that event so the DSR can download the settings.

Now repeat these steps for the rest of the Access Points.

3.2 Panel Control Screen

Every panel has a Panel Control Screen. From this screen, the
user can monitor the current state of the DDS and the PoE Access
Points.

3.2.1 The ASSA ABLOY DSR Panel Control Screen

Clicking on the ASSA ABLOY DSR panel icon opens the Panel
Control Screen of the target panel.

The ASSA ABLOY DSR Panel X

(" @"v savs  The ASSA ABLOY DSR Panel (g ™y, sTatus

OMNLINE VIRTUAL

Legend
6 Normal
6 Alarm

\

Figure 30 — The ASSA ABLOY DSR Panel Control Screen

This panel control screen has no real information. It’s included for
completeness’s sake. The color of the light indicates the state of
the point. Green is normal, and red is alarm.
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3.2.2 The Access Point Panel Control Screen

Clicking on an Access Point panel icon opens the Panel Control
Screen of the target panel.

Home_PoE_Keypad d

( RTU STATUS Home PoOE Keypad RTU STATUS

ONLINE VIRTUAL

Inputs Alarms

Legend

ﬁ Normal £} card Read
'ﬁ Alarm ﬁ Present E Mot Present

Figure 31 — The Access Point Panel Control Screen

The panel control screen shows the current state of the various
points if the panel is online. The color of the light indicates the
state of the point. Green is normal, and red is alarm.
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4 lJDesign View

=sDesign View is the home of the Project Node Tree and the
place where screens and screen objects are programmed. The
following sections explain the ASSA ABLOY DSR driver node
properties, the ASSA ABLOY DSR node properties, the Access
Point node properties, and screen object programming especially
the automatically created screen objects.

4.1 ASSA ABLOY DSR Driver Node

The ASSA ABLOY DSR driver node is found by expanding
Setup->Computer Setup->Drivers.

= ¥ Setup
. -l Computer Setup
. [l Computers
_ [ - Drivers

- Lz The ASSA ABLOY DSR Driver
Figure 32 - ASSA ABLOY DSR Driver node in the Project Node Tree

Right-click on the driver node and select Properties to open the
properties dialog.

There are two (2) tabs on the ASSA ABLOY DSR Driver properties
dialog.

e The Properties tab
e The Card Config tab
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s [1268] The ASSA ABLOY DSR Driver

Properties  Card Config

Mame: e AS5A ABLOY DSR Driver| ID: |1268 =

User Level: | All Access ~
MNotes:

Enabled: Default Retry Start Delay: Retry Start Delay: |13 -

Panel List: Computer List:

[1272] The ASSA ABLOY D5R Panel [4] LATWin10

[1291] OS5I WI-FI IN120

[1507] Home_PoE_Keypad

Cancel

Figure 33 - ASSA ABLOY DSR Driver properties dialog
4.1.1 The Properties Tab

driver.

The Properties tab of the driver properties dialog contains the
standard driver properties that govern the basic operation of the
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L& [1268] The ASSA ABLOY DSR Driver x
Properties  Card Config
MName: e ASSA ABLOY DSR Drive ID: |1268
User Level: | All Access ~
MNotes:
Enabled: Default Retry Start Delay: Retry Start Delay: |13
Panel List: Computer List:
[1272] The ASSA ABLOY DSR Panel [awino
[1291] OS5I WI-FI IN120
[1507] Home_PoE_Keypad
Cancel

Figure 34 - The driver Properties tab

The fields Name, ID, User Level, and Notes are standard on all
I/O Point nodes. The fields specific to this node are defined as
follows.

Enabled - checkbox; when checked the driver is enabled

Default Retry Start Delay — checkbox (default: checked); if the
driver did not connect, pause before attempting to connect again

Retry Start Delay — numeric (default: 15); number of seconds
to wait between retries on connection attempts

Panel List- drop box; the ASSA ABLOY DSR nodes and Access
Point panels attached to this driver

Computer List - drop box (default: the computer on which the

Engine is running); the computer node on which this driver is
running; in a redundant system, there may be multiple computers
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4.1.2 The Card Config Tab
The different card configurations used to interpret a card read are

defined on the Card Config tab. The figure below shows the pre-
loaded card configurations.

Ls [1268] The ASSA ABLOY DSR Driver X

Properties

For an integrated system using multiple types of access control, these card configurations are used to convert normal card formats to
the ASSA ABLOY DSR format PROX_RAW, and back to make sure the same card can be used for multiple systems.

Card Configurations

::[;erat MName Length Data Mask 1st Parity Mask 2nd Parity Mask 3rd Parity Mask
26 bit Standard *55555555CCCCCC... | BOCCOOOOCOOOI,,, |+
29 Compass Secure 29 CCCCCCCCCCCO,,, |, | GOO00C00000.,
32 32 bit Flex-Pass 32 FFFFFFFF55555555C. .
35 35 bit HID Corporate |35 **GS5555555555 C .., | FEMMNGCIOCIOCI0N., | HNROMIGEIOCIO.., | OXGGGOO0000MK. .
36 36 bit Motorola-CTL | 36 F5555555555555555...
37 37 bit HID H10304 37 *5555555555555555.., | EXROGOOOO00000M.., Ko
43 055148 43 *55555555555CCCC.., | EROOOOOOO0000MX. .,

|| Delete |

| | cancel |

Figure 35 - The Card Config tab

If the facility uses a configuration not provided, the integrator will
need to add it to this table and modify the Card Data screen to
include it in the card format options.

If ASSA ABLOY DSR is the only access management system at the
installation and the desired card configuration is not in the Card
Configurations table, see Appendix I — Using ASSA ABLQOY Card
Configurations.
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Note: If the desired card configuration is greater than 64 bits, see
Appendix | = Using ASSA ABLOY Card Configurations.

4.1.2.1 Add a New Card Configuration to the Driver

To add a new card configuration, click = %4 A new row is added
to the bottom of the table. Give the new configuration a unique
Format ID and a Name. The rest of the columns define the card
configuration. It is assumed the integrator adding a card
configuration understands each column and each symbol. Click
to save the changes.

Note: The Format ID must be unique for the whole Intelli-Site project. No
other card configuration may have the same ID regardless of the
driver or the driver type.

4.1.2.2 Add the New Card Configuration to the Card Data Screen

The Card Data screen is found by expanding Cardholder
Control then Card Data Screens.

+- i Setup

41| Constructs

+ System Layout

%---l.'el Cardholder Control

----- Access Groups

[&] Badges

ard Data Screens
§Cos o)

[ Cardholder Image
[ Cardholder Data
[ Card Data

[T Card Activation

Double-clicking on Card Data opens the screen in the editor.
Right-click on the drop-down box next to the label “"Card Format”.
The properties dialog for the Control — Card Format screen
object opens.
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Cardholder Image —— Cardholder Data
First Name:
Middle:
Last Mame:
Title:
a
CardData ——— Properties
Card Mumber;
Mame: |Centrol - Card Format ID: (272 -
Emboss Mot
Site Code: User Level: | All Access ~
B Location
Card Format® Motes:
PIN Number: " X Position: |94 =
Days to Log: Y Position: 271 =
Card Type: Width: 112 =
Elevator Group: Height: |23 <
Long Access: APB Exempt: Displa
Source Field: |[13] Card Format | play
Database Grid: | | oot
Control Type: | Combo Box 0
Values: | 26 bit Standard;;26 Use default value: [
Compass Secure;29 .
32 bit Flex-Pass;;32 Defautt Value:
35 bit HID Corporate;35
q ,
pFetption 1 36 bit Motorola-CTL:36
37 bit HID H10304::37
0551 48;:48
Cance

Figure 36 - Control - Card Format properties dialog

In the Values list box, add the new card configuration using the
format <Name>;;<Format ID>. The Format ID must match the

Format ID of the new card configuration. Click to save
the changes.

4.2 ASSA ABLOY DSR Panel Node

The ASSA ABLOY DSR panel node is found by expanding System
Layout then the Site and Area to which the ASSA ABLOY DSR
panel was added in “IHardware Management View. In the
example below, the panel was added to the site named Corporate
Headquarters and the area named Area.
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- Setup
+ Constructs
— ) System Layout
. B~ ) Comorate Headquarters
S ) Mrea
-4 The AS5A ABLOY DSR Panel

Figure 37 - The ASSA ABLOY DSR panel node in the Project Node Tree

The ASSA ABLOY DSR panel node is the root node for the panel.
The following sections will explain:

e The properties of the ASSA ABLOY DSR panel node

e The configuration of the ASSA ABLOY DSR panel (a.k.a.
Quick Config)

e The child nodes of the ASSA ABLOY DSR panel

4.2.1 ASSA ABLOY DSR Panel Node Properties Dialog

Right-click on the ASSA ABLOY DSR panel node and select
Properties to open the properties dialog. There are very few fields.
These fields are not used in the regular configuration of the panel.
One usually only opens the properties dialog at the request of tech

support.
There are four (4) tabs on the properties dialog.

The Properties tab

The Configuration Items tab
The Filters tab

The Alarms tab
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4.2.1.1 The Properties Tab

The first tab of the properties dialog is the Properties tab.

r!; [1292] The AS5A ABLOY DSR Panel %

Properties  Configuration ltems  Filters  Alarms

Mame: |The ASSA ABLOY DSR Panel ID: [1292 + | Firmware Version: | <nones>

User Level: | All Access ~

Notes:

Panel Setup

Event buffer delta (min): 0

[ Virtual Point: | |

Connection Settings

DSR Address:  [192.168.12.140 |

DSR Port: (8080
Use WS5-Encryption: O
Use HTTPs/ssL: [

Download

Helidays | | Time Zones | | Authorizations | | Settings | | Cards

Apply OK Cancel

Figure 38 - ASSA ABLOY DSR panel Properties dialog

The fields Name, ID, User Level, and Notes are standard on all
I/O Point nodes. The fields specific to this node are defined as
follows.

Firmware Version - text box; the version of the firmware
installed on the ASSA ABLOY DSR

Panel Setup - group box; those fields associated with how the
software handles the panel

Event buffer delta (min) - numeric (default: 0); only
applies to panels that buffer data; the Engine compares the
time an event occurs versus the current time, if the
difference is greater than the Event buffer delta, the event
is logged but not acted upon
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Virtual - check box; when checked the panel is virtualized,
allowing the driver to be brought online without having the
physical panel available

Virtual Point - drop box; this I/O Point will be set when
the panel is virtualized, clear when it is not

Connection Settings - group box; those fields associated with
connecting to the panel

40

DSR Address - text box; the IP address or hostname of
the ASSA ABLOY DSR

DSR Port - numeric (default:8080); the Access Data Port

found by using the ASSA ABLOY DSR Support Tool under
Configuration Settings->Server Settings->WS

Encryption and Port Configuration.

Use WS Encryption - checkbox (default: clear); check
when WS Encryption in the ASSA ABLOY DSR Support Tool
is set to true; found under Configuration Settings-
>Server Settings->WS Encryption and Port
Configuration

Use TLS/SSL - checkbox (default: clear); check when
TLS/SSL Security in the ASSA ABLOY DSR Support Tool is
set to true; found under Configuration Settings->Server
Settings->WS Encryption and Port Configuration

Copyright © 2021 OSSI, LLC



ASSA ABLOY DSR Panel Guide

Download - group box; the buttons used to perform all
necessary download functions; when changes to the data that
each button downloads are saved, the color of the button is
salmon; when the download is complete the color of the button is
grey; when any button is clicked the data associated with that
button is downloaded and the data associated with all of the
buttons to the left it are downloaded as well

Holidays| - putton; when clicked the last saved Holidays
settings are downloaded to the panel; holidays are best

managed in kAccess Management View

TmeZenes | _ huytton; when clicked the last saved Time Zone
settings are downloaded to the panel; time zones are best

managed in JAccess Management View

Authorizations | . hytton; when clicked the last saved
Authorization settings are downloaded to the panel;

authorizations are best managed in =JAccess
Management View

sftings| - putton; when clicked the last saved settings are
downloaded to the DSR panel; in addition, the driver
downloads the settings of each Access Point by taking the
default values defined on the DSR then overlaying the
customizations of the Access Point

Cards| _ button; when clicked the cards assigned to the Access
Points managed by the DSR are downloaded to the panel;

cards are managed in k3Access Management View
- button; when clicked everything is downloaded

4.2.1.2 The Configuration Items Tab

On the Configuration Items tab, define the default configuration
item settings for an Access Point.
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[, [1292] The ASSA ABLOY DSR Panel X
Properties Filters  Alarms
Configuration ltems:
[tem Type SxPx Battery Powered SxPx External Powered 2
Visible Feedback Enable ~|BOOL |~
Audible Feedback Enable ~|BOOL |~ | True True
Visible Indicators Enable ~|BOOL |~ | True True
Audible Indicators Enable ~|BOOL |~ | True True
‘Wait For 2nd PIN Duration (seconds) ~ U8 ~ | Factory Default Factory Default
Invalid Attermpts Until Lockout ~ U8 ~ | Factory Default Factory Default
Duration of Lockout (seconds) ~ U8 ~ | Factory Default Factory Default
Invalid Credential Idle Reset Time (seconds) ~ U8 ~ | 40 40
Panic Mode ~|BOOL |~ Factory Default Factory Default
DOTL Time (seconds) ~lug ~ | Factory Default Factory Default
Session Timeout (seconds) ~ U8 ~ 30 30
Scheduling Algarithm ~lug ~ | Simple Disable
Scheduler Awake Duration (decaseconds) ~ug ~|3 3
Scheduler Hour of Day Map ~ | STRING |~ | Factory Default Factory Default
Scheduler Day Of Week Map v ug ~ | Factory Default Factory Default
Scheduler Day Of Month Map ~ U6 ~ | Factory Default Factory Default
Period Scheduler Awakens (minutes) ~ e ~ | Factory Default Factory Default
Scheduler On At Hours:Minutes 1 ~ U6 ~ | Factory Default Factory Default
Scheduler On At Hours:Minutes #2 ~ U6 ~ | Factory Default Factory Default
Scheduler On At Hours:Minutes #3 ~ U6 ~ | Factory Default Factory Default
Scheduler On At Hours:Minutes 24 ~ U6 ~ | Factory Default Factory Default
Inhibit Voltage Threshold ~lug ~ | Factory Default Factory Default -
Loremy [ [ ok ][ Cance

Figure 39 - The Configuration Items tab
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4.2.1.3 The Filters Tab

On the Filters tab, define the default filter settings for an Access

Point.

HS [1292] The ASSA ABLOY DSR Panel

Properties  Configuration ltems Alarms

Filters:

Item Reporting Recording Reporting

Invalid PIN

User

SxPx Battery Power SxPx Battery Power SxPx External Power

SxPx External Power

Recording

One Time

Passage Begin

Passage End

Bad Time

(4 B4 ES B9 K9 KT B

Locked Qut

Low Battery

<

<

Dead Battery

Battery Replaced

<

User Added

User Deleted

Emergency

Panic

Relock

Lockout Begin

Lockout End

4 B4 ES B9 K9 KT EY K

Reset

<

Date/Time Set

Log Cleared ~

DB Reset ~

N0 0oooouooordidOOoOooonOooDo.o
N0 0oooouooordidOOoOooonOooDo.o

N0 0oooouooordidOOoOooonOooDo.o

N0 0oooouooordidOOoOooonOooDo.o

Comm Started i

Ll

Apply

0K

| [ cancel

Figure 40 - The Filters tab
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4.2.1.4 The Alarms Tab
On the Alarms tab, define the default alarm settings for an Access
Point.
% [1294] New ASSA ABLOY DSR Panel x
Properties  Configuration ltems  Filters
Alarms: |-ommmmm e Battery Powered I External Powered --------------nno- |
Security Passage Rx Log Logn I\;\?ﬁen Security Passage Rx Log Logn {_A?"?EHRX
Mode Mode
Mone
Valid | 0 O & =] [ | O O [ |
Denied O O O« =) %) O O O« =) i
Door Secured ~ O O O = =) %) O O O = [ =)
Door Forced ~ O O O ™ [ %) O O O ™ | M
Key Override ~ O O O = | %] O O O = %] M
Invalid Entry v O O O = %) %) O O O = %) M
DOTL ~ O O O = %] %] O O O™ %) M
Low Battery v O O O™ %) %) O O O = | M
REX Held v O O O™ %) %) O O O™ %) ]
Real Time Clock Failure |~ | [ [ O kA A %] [l [l 0 ] ] M
Tamper Alarm vl O O O %) %] O O O 4 %) M
Tamper Restore vl O O O = [ %] O O O = %] M
Door Open v O O O a O O O O O a O O
Door Closed ~ O O O a O O O O O a O O
REX Depressed ~ O O oo O O O O oo O O
Hardware Failure ~ O O O [ 1 ] O O O =] ] M
Harvest Failure v O O O %] %] O O O« %] M
| omey [ OK ]| Cancel |

Figure 41 - The Alarms tab
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4.2.2 ASSA ABLOY DSR Panel Quick Config Dialog

The Quick Config dialog is accessible either in “IHardware

Management View or in &4dDesign View. To open the Quick
Config dialog, right-click on the ASSA ABLOY DSR panel node and
select Quick Config.

& Configure The ASSA ABLOY DSR Panel x
Properties  Configuration ltems  Filters  Alarms
Panel Mame: |The AS5A ABLOY DSR Panel Firmware Version:  <none=

Motes: Virtual: (]

Access Points:
[1311] OSSI WI-FI IN120
DSR Address:  [192.168.12.140 [1416] Home_Pok_Keypad

DSR Port: (8080

Connection Settings

Use WS-Encryption: []
Use HTTPs/5sL: [

Auto Detect Existing Access Points In DSR

Add Access Point

Download

Holidays | | Time Zones | | Authorizations | | Settings | | Cards Confirm All

Apply 0K Cancel

Figure 42 - ASSA ABLOY DSR Quick Config dialog
The configuration data is separated on four (4) tabs.

e Properties tab - designates the connection information,
can detect and add Access Points, download the various
configurations and settings

e Configuration Items tab - defines the mappings of floor
names to floor numbers

e Filters tab - select the filters

e Alarms tab - select the alarms

4.2.2.1 The Properties tab

The Properties tab is the first tab of the Quick Config dialog.
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& Configure The ASSA ABLOY DSR Panel

Properties  Configuration tems  Filters  Alarms

Panel Mame: |The AS5A ABLOY DSR Panel Firmware Version:  <none=

Motes: Virtual: (]

Access Points:

[1311] 0551 WI-FI IN120
DSR Address:  [192.168.12.140 [1416] Home_Pok_Keypad

DSR Port: (8080 >

Connection Settings

Use W5-Encryption: O
Use HTTPs/55L: [

Auto Detect Existing Access Points In DSR

Add Access Point

Download

Holidays | | Time Zones | | Authorizations | | Settings | | Cards Confirm All

Apply

OK Cancel

Figure 43 - The Properties tab

Panel Name - text box; the name of the panel in Intelli-Site
Notes — multiline text box; any notes about the panel

Firmware Version - text box; the version of the firmware
installed on the ASSA ABLOY DSR

Virtual - checkbox; when checked the panel is virtualized,
allowing the driver to be brought online without having the
physical panel available

Connection Settings - group box; those fields associated with
connecting to the panel

DSR Address - text box; the IP address or hostname of

the ASSA ABLOY DSR
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DSR Port - numeric (default:8080); the Access Data Port
found by using the ASSA ABLOY DSR Support Tool under
Configuration Settings->Server Settings->WS

Encryption and Port Configuration.

Use WS Encryption - checkbox (default: clear); check
when WS Encryption in the ASSA ABLOY DSR Support Tool
is set to true; found under Configuration Settings-
>Server Settings->WS Encryption and Port
Configuration

Use TLS/SSL - checkbox (default: clear); check when
TLS/SSL Security in the ASSA ABLOY DSR Support Tool is
set to true; found under Configuration Settings->Server
Settings->WS Encryption and Port Configuration

Access Points - drop list; the list of Access Points associated
with this DSR panel

Auto Detect Existing Access Points In DSR. | _ button; Clicking thlS button beginS the
process of detecting the Access Points currently detected by the
DSR

AddAccessPoint | - pytton; opens the Add Access Point dialog to a
single Access Point that may or may not already be detected by
the DSR; the Access Point is added to the DSR immediately, but
the node is not added to Intelli-Site until the Quick Config dialog
is saved

CenfimAll 1~ putton; clicking this button to request the DSR to
confirm all of the Access Points
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Download - group box; the buttons used to perform all
necessary download functions; when changes to the data that
each button downloads are saved, the color of the button is
salmon; when the download is complete the color of the button is
grey; when any button is clicked the data associated with that
button is downloaded and the data associated with all of the
buttons to the left it are downloaded as well

Holidays| - putton; when clicked the last saved Holidays
settings are downloaded to the panel; holidays are best

managed in kAccess Management View

TmeZenes | _ huytton; when clicked the last saved Time Zone
settings are downloaded to the panel; time zones are best

managed in JAccess Management View

Authorizations | . hytton; when clicked the last saved
Authorization settings are downloaded to the panel;

authorizations are best managed in =JAccess
Management View

sftings| - putton; when clicked the last saved settings are
downloaded to the DSR panel; in addition, the driver
downloads the settings of each Access Point by taking the
default values defined on the DSR then overlaying the
customizations of the Access Point

Cards| _ button; when clicked the cards assigned to the Access
Points managed by the DSR are downloaded to the panel;

cards are managed in k3Access Management View

- button; when clicked everything is downloaded
4.2.2.2 The Configuration Items Tab

On the Configuration Items tab, define the default configuration
item settings for an Access Point. All new Access Points added to
the DSR will have these settings. In addition, all existing Access
Points will receive these settings as updates to the default
configuration settings they are using.
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& Configure New ASSA ABLOY DSR Panel

Properties

Configuration ltems:

[tem Type SxPx Battery Powered SxPx External Powered

Visible Feedback Enable BOOL

Audible Feedback Enable BOOL True True

Visible Indicators Enable BOOL True True

Audible Indicators Enable BOOL True True

Wait For 2nd PIN Duration (seconds) ug Factory Default Factory Default

Invalid Atternpts Until Lockout ug Factory Default Factory Default

Duration of Lockout (seconds) ug Factory Default Factory Default

Invalid Credential |dle Reset Time (seconds) ug 40 40

Panic Mode BOOL Factory Default Factory Default

DOTL Time (seconds) ua Factory Default Factory Default

Session Timeout (seconds) ug 30 30

Scheduling Algarithm ua Simple Disable

Scheduler Awake Duration (decaseconds) ug 3 3

Scheduler Hour of Day Map STRING Factory Default Factory Default

Scheduler Day Of Week Map ua Factory Default Factory Default

Scheduler Day Of Month Map (13 Factory Default Factory Default

Period Scheduler Awakens (minutes) (U1 Factory Default Factory Default

Scheduler On At Hours:Minutes #1 (U1 Factory Default Factory Default

Scheduler On At Hours:Minutes #2 (U1 Factory Default Factory Default

Scheduler On At Hours:Minutes #3 (U1 Factory Default Factory Default

Scheduler On At Hours:Minutes #4 (U1 Factory Default Factory Default
ug Factory Default Factory Default

Inhibit Voltage Threshold

[ oy | [ oK

| [ cancel

Figure 44 - The Configuration Items tab
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4.2.2.3 The Filters Tab

On the Filters tab, define the default filter settings for an Access
Point. All new Access Points added to the DSR will have these
settings. In addition, all existing Access Points will receive these
settings as updates to the default filter settings they are using.

& Configure New ASSA ABLOY DSR Panel *

Properties  Configuration ltems

Filters:

SxPx Battery Power SxPx Battery Power SxuPx External Power SuPx External Power 2
Item . .
Reporting Recording Reporting Recording
Invalid PIN
User
One Time

Passage Begin

Passage End
Bad Time
Locked Qut

Low Battery
Dead Battery
Battery Replaced
User Added

User Deleted

Emergency

Panic

Relock

Lockout Begin
Lockout End

Reset
Date/Time Set

Log Cleared
DB Reset
Comm Started

HEY R S RS R K R R S RS K ES EA KT BT KT BT BT KX BT K

NOo0oOoOooOooOoEEOOUOOoOooOoOgds

NOo0oOoOooOooOoEEOOUOOoOooOoOgds

NO0OoOoOooOoooeEedOOOOoOoOoOoOds

NO0OoOoOooOoooeEedOOOOoOoOoOoOds

Mooy | [0k || Cancel

Figure 45 - The Filters tab
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4.2.2.4 The Alarms Tab

On the Alarms tab, define the default alarm settings for an Access
Point. All new Access Points added to the DSR will have these
settings. In addition, all existing Access Points will receive these
settings as updates to the default alarm settings they are using.

& Configure New ASSA ABLOY DSR Panel

Properties  Configuration ltems  Filters i

Alarms: R Battery Powered |l External Powered ------------=-------|

Security Passage Ruc Log Login  When

Security Passage R
Mode Mode Held  When Passage Rx

Item Mode Mode

Mode

None
Valid

Log Log In
Held  When Passage
Mode  Sec Mode Held Mode  Sec Mode

Leg
WhenRx
Held
Mode

Denied

Door Secured

Door Forced

Key Override

Invalid Entry

DOTL

Low Battery

REX Held

Real Time Clock Failure

Tamper Alarm

Tamper Restore

Door Open

Door Closed

REX Depressed

Hardware Failure

SRR Y Y Y kY I R R R R R R ET ET RT A
dEO0O0OEEEEEEEEEEEEER
NEOO0OREEEEEEREEEEEE R
KEOO0OEREEEEEEREEEEEE R
dEO0O0OEEEEEEEEEEEEER

Ooooooooooooooogooo

Ooooooooooooooogooo

oogoooooooooooooo

Ooooooooooooooogooo

Ooooooooooooooogooo

oogoooooooooooooo

Harvest Failure

R O0O0OR R E R E R R E R EE S
S & O O O S B B R R R R RS

[ [ ok

g
<

y
g

Figure 46 - The Alarms tab

4.2.3 ASSA ABLOY DSR Panel Child Nodes

The ASSA ABLOY DSR panel has three (3) child nodes.

EIM:\_ The ASSA ABLOY D5SR Panel
- (1) Time Zones

--H, Authorizations

-l Alarms

Figure 47 — The ASSA ABLOY DSR panel child nodes
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4.2.3.1 Time Zones Node

This node is the root node for Time Zones if Global Time Zones
is not enabled. Global Time Zones is a property on the Setup
node. Global Time Zones is enabled by default. The global ASSA
ABLOY DSR time zones are found under Cardholder Control.

Expanding Cardholder Control then Time Zones reveals all of
the access control panel types in the Project. Each panel type has
their own time zones.

- {¥ Setup
Constructs

System Layout

~H. Cardholder Control

- Access Groups

+-[§] Badges

%)@ Card Data Screens

- Cardholder Groups

--() Time Zones

. - ) ASSAABLOY DSR
C‘ Mewver
(D) Always

[ Iy e ey B

Figure 48 - ASSA ABLOY DSR Time Zone nodes

Note: The preferred method for managing Time Zones is Access
Management View. See Holidays & Time Zones Tab
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(D [1291] Always *
Properties
Name: |ENERE B

User Level: | All Access

s | Holiday Groups:

Motes:

Day Pericds: Day Period Data

Day Period .
Men Tue Wed Thu Fni Sat Sun

M 4 4 8 MM M

Time Periods:

All Days 00:00:00 - 23:3%:59

Start Time End Time
12:00:00 AM 11:59:59 PM

| Add | Delete |

Figure 49 - Time Zone properties dialog

The fields Name, ID, User Level, and Notes are standard on all
I/O Point nodes. The fields specific to this node are defined as
follows.

Holiday Groups - drop list; the holiday groups included in this
time zone; usually No Holidays or All Holidays; if additional
holiday groups are needed, see the User’'s Guide section:
The Project Node Tree -> Cardholder Control -> Holiday Groups.
Day Periods - list box; list of the defined day periods

- button; add a new day period

- button; delete the selected day period

Day Period Data - group box; the data for the selected Day
Period
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Mon, Tue, Wed, Thu, Fri, Sat, Sun - checkboxes; the
days of the week included in the selected Day Period

Add | - button; add a new time period

Pelt= | - button; delete the selected time period

4.2.3.2 Authorization Nodes

This node is the root node for Authorization nodes. An
authorization is ASSA ABLOY for access entry.

Note: The preferred method for managing Authorizations is &J3Access
Management View. See Access Sets Tab
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M. [1521] New Authorization X
Properties
WY o Authorization o EEE
Uszer Level: | All Access ~
MNotes:
Authorization Type: | Access w
Use Count: [0 =
Time Zone: | Mever w
Access Points:
Cancel

Figure 50 - Authorization properties dialog

The fields Name, ID, User Level, and Notes are standard on all
I/O Point nodes. The fields specific to this node are defined as
follows.

Authorization Type - drop-down list (values: Access, Lock,
Unlock, WakeUp, AccessOverrideDeadbolt, UAPM, LimitedUse);
the type of authorization this is

Use Count - numeric (default: 0); the number of times a card
with this authorization can be used before it expires; only applies
if the Authorization Type is LimitedUse; when the number of
uses for a limited use card is exhausted, the authorization for that
Access Point and card must be specifically removed
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Time Zone - drop-down list (values: all available time zones);
the time zone that applies to this authorization definition

Access Points - drop list box; the Access Points included in this
authorization definition

4.2.3.3 Alarms

Expanding the Alarms node reveals Panel Status node, the only
alarm for this panel.

=M. The ASSA ABLOY DSR Panel

----- W Authorizations
Elll.’e Alamms
fft Panel Status

Figure 51 - The ASSA ABLOY DSR panel Alarms child nodes

Right-click on this node and select Properties to open the
properties dialog. This node is a standard I/O Point with no extra

fields.
% [1296] The ASSA ABLOY DSR Panel\Panel Status x>
Properties  Operation  Alarm Queue  Actions
(N [Pancl Status iD: [1296 =
User Level: | All Access ~
Motes:
—

Figure 52 - Alarm node properties dialog
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4.3 Access Point Panel Node

The Access Point panel nodes are found by expanding System
Layout then the Site and Area to which the ASSA ABLOY DSR

panel was added in “IHardware Management View. In the

example below, the panel was added to the site named Corporate
Headquarters and the area named Area.

- Setup
+ Constructs
— ) System Layout
= Comporate Headgquarters
50 fArea
- The AS5A ABLOY DSR Panel
- 0SS WI-FIIN120
- Home PoE Kevpad

T[] [ -

Figure 53 - The Access Point panel nodes in the Project Node Tree

The Access Point panel nodes are located at the same level in the

Tree as the ASSA ABLOY DSR node. The following sections will
explain:

e The properties of the Access Point panel node

e The configuration of the Access Point panel (a.k.a. Quick
Config)

e The child nodes of the Access Point panel

4.3.1 Access Point Panel Node Properties Dialog

Right-click on the Access Point panel node and select Properties
to open the properties dialog.

Copyright © 2021 OSSI, LLC 57



ASSA ABLOY DSR Panel Guide

e, [1311] 0SS1WI-FIINT2D

Configuration Items  Filters  Alarms

Name: |OSSIWI-FIINT20 I (131 + | Firmware Version: |3_Dp09_cx_v3532
User Level: | All Access ~ | Auto-downlead Valid Cards:
Motes: Panel Setup
Event buffer delta (min): 0 :
[ Virtual Point: ‘
Attributes:

Access Point ID: | b332d025-1b8b-49d3-bbec-e8b7al5fddcd| | Attribute

Access Point Type: | 5xPx Battery Powered Network RS5I o _

Serial Number: |PC743D01565F06AA e eEE e | A

Coin Cell Voltage ~[3.25

Sync Status: i
ync Status: Pending TLS Client Certificate .. v | N/A

Value 63

Last S 07/11/2021 17:22 o Ao L ruces v
ast Seen: 07 2021 1722 - < 3
Last Comm Error: 05/06/2027 14:23 - Mode Schedule:
Confirmed: Time Zone Maode
Refresh Always ~ | Primary Only ~
Add Delete
Download
Holidays = | Time Zones | Authorizations | Settings | | Cards | Complete
Apply

Cancel

Figure 54 - Access Point properties dialog

The configuration data is separated on four (4) tabs.

e Properties tab - designates the Access Point information,

download the various configurations and settings

e Configuration Items tab - defines the mappings of floor

names to floor numbers
e Filters tab - select the filters
e Alarms tab - select the alarms

4.3.1.1 The Properties tab

The Properties tab is the first tab of the Quick Config dialog.
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e, [1311] 0SS1WI-FIINT2D x

Configuration Items  Filters  Alarms

Mame; |OSSIWI-FI IN120 ID: 1311 + | Firmware Version: | 3_0p09_cx_v3532
User Level: | All Access ~ | Auto-downlead Valid Cards:
Notes: Panel Setup
Event buffer delta (min): 0 =
[ Virtual Point: ‘
Attributes:
Access Point ID: | b332d025-1b8b-49d3-bbec-e8b7al5fddcd| | Attribute Value &
Access Point Type: | 5xPx Battery Powered Network RS5I ~ _
Serial Number: |PC743D01565F06AA e eEE e | A
Coin Cell Voltage ~[3.25

Sync Status: i
ync Status: Pending TLS Client Certificate .. v | N/A

L. S 07/11/2021 17:22 - oo L Bt v
ast Seen: 07 2021 1722 - < 3
Last Comm Error: 05/06/2027 14:23 - Mode Schedule:
Confirmed: Time Zone Mode
Refresh Always ~ | Primary Only ~
Add Delete
Download

Holidays = | Time Zones | Authorizations | Settings | | Cards | Complete

Aeply Cancel

Figure 55 - The Properties tab

The fields Name, ID, User Level, and Notes are standard on all
I/O Point nodes. The fields specific to this node are defined as
follows.

Firmware Version - text box; the version of the firmware
installed on the Access Point

Auto-download Valid Cards - checkbox; when a card is
presented at a reader on this panel, Intelli-Site will check to see
if the card is valid. If the card is valid, it will download the card to
the panel immediately.

Panel Setup — group box; those properties related to panel setup

Event buffer delta (min) - numeric (default: 0); only
applies to panels that buffer data; the Engine compares the
time an event occurs versus the current time, if the
difference is greater than the Event buffer delta, the event
is logged but not acted upon
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Virtual - check box; when checked the panel is virtualized,
allowing the driver to be brought online without having the
physical panel available

Virtual Point - drop box; this I/O Point will be set when
the panel is virtualized, clear when it is not

Access Point ID - informational; the unique identifier of this
Access Point

Access Point Type - informational; the type of Access Point

Serial Number - informational; the serial number of the Access
Point

Sync Status - informational; the current synchronization status
between the DSR and the Access Point

Last Seen - informational; the last time the DSR communicated
with the Access Point

Last Comm Error - informational; the last time there was a
communication error with the Access Point

Confirmed - checkbox; is the Access Point confirmed by the
DSR?

DSR Actions - group box; the buttons used to perform all
necessary Access Point functions

"e=h | - button; refresh the data on this dialog

Attributes - table; the attributes of the Access Point; this table
is empty until the Access Point wakes up and contacts the DSR.
Once loaded from the Access Point, the attributes can be modified
and downloaded along with the settings

Mode Schedule - table; associates a time zone with a mode;

when the desighated Time Zone is active, the Access Point will
be in the corresponding Mode
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Download - group box; the buttons used to perform all
necessary download functions; when changes to the data that
each button downloads are saved, the color of the button is
salmon; when the download is complete the color of the button is
grey; when any button is clicked the data associated with that
button is downloaded and the data associated with all of the
buttons to the left it are downloaded as well

Holidays| - putton; when clicked the last saved Holidays
settings are downloaded to the panel; holidays are best

managed in kAccess Management View

TmeZenes | _ huytton; when clicked the last saved Time Zone
settings are downloaded to the panel; time zones are best

managed in JAccess Management View

Authorizations | . hytton; when clicked the last saved
Authorization settings are downloaded to the panel;

authorizations are best managed in =JAccess
Management View

sftings| - putton; when clicked the last saved settings are
downloaded to the panel by reading in the default settings
as defined on the DSR and overlaying the customed settings
for this Access Point

Cerds| - button; when clicked the cards assigned to this
Access Points are downloaded to the panel; cards are

managed in kJ3Access Management View
- button; when clicked everything is downloaded

4.3.1.2 The Configuration Items Tab

On the Configuration Items tab, define the custom
configuration item settings for this Access Point.
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e (13117 OSSIWI-FIINT20

Properties

Configuration ltems:

Filters  Alarms

Item

Visible Feedback Enable

Visible Indicators Enable

Value

Audible Feedback Enable

‘Wait For 2nd PIN Duration (seconds)

Audible Indicators Enable

Duration of Lockout (seconds)

Invalid Attempts Until Lockout

Invalid Credential Idle Reset Time (seconds)

Panic Mode

DOTL Time (seconds)

Session Timeout (seconds)

Scheduler Awake Duration (decaseconds)

Scheduler Hour of Day Map

Scheduling Algorithm

Scheduler Day Of Month Map

Period Scheduler Awakens (minutes)

Scheduler On At Hours:Minutes #2

Scheduler Day Of Week Map

Scheduler On At Hours:Minutes #4

Scheduler On At Hours:Minutes #1

Scheduler On At Hours:Minutes 23

Inhibit Voltage Threshold

[ mpy [ ok ][ cemcs

Figure 56 - The Configuration Items tab
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4.3.1.3 The Filters Tab

On the Filters tab, define the custom filter settings for this Access
Point.

e, [1311] 0SS1WI-FIINT2D X

Properties  Configuration lterns FI|

Filters:

Item Default Reporting Recording ™
Invalid PIN
User

One Time

Passage Begin

~ o
v O O
w O O
v O O
Passage End i O O
Bad Time v O [
Locked Out v O O
Low Battery - O O
Dead Battery ~ [l [l
Battery Replaced ~ O O
User Added ~ O O
User Deleted - [ [
Emergency v O O
Panic bt O O
Relock o O O
Lockout Begin e O O
Lockout End ~ [l [l
Reset v O O
Date/Time Set ~ O O
Log Cleared ~ [l [l
DB Reset v O O
Comm Started ~ O O
— — —

Comy [0k ][ cance

Figure 57 - The Filters tab
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On the Alarms tab, define the custom alarm settings for this
Access Point.

64

e (13117 OSSIWI-FIINT20

Properties  Configuration Items  Filters

Alarms:

Item Default Security Mode  Passage Mode  Rx Held Mode  LogWhen Sec Passage Mode  Rx Held Mode

MNone ~

Valid v ™ O | O O O O
Denied « H O | O O O O
Door Secured ae ] O O O O O O
Door Forced = ] O O O O O O
Key Override it A O ] ] [l [l [l
Invalid Entry 7 ] O O O O O O
DOTL i [ O O O O O O
Low Battery = [ O ] ] ] [l [l
REX Held | ™ O | O O O O
Real Time Clock Failure |+ || O O O O O O
Tamper Alarm b ] | ] | ] ] ]
Tamper Restore el ] O O O O O O
Door Open hd ] O O O O O O
Door Closed v M O O O O O O
REX Depressed v M O O O O O O
Hardware Failure i ] (] O O O O O
Harvest Failure o | O O O O O O

[ mpy [ ok ][ cemcs

Figure 58 - The Alarms tab
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4.3.2 Access Point Panel Node Quick Config

The Quick Config dialog is accessible either in Hardware

Management View or in

Design View. To open the Quick

Config dialog, right-click on the Access Point panel node and

select Quick Config.

& Configure OS5I WI-FI IN120

Properties Configuration Items  Filters  Alarms

Mame: |OSSIWI-FI IN120 Virtual: [
Nat Serial Mumber Information
otes:
Manufacturer:

Manufacture Date:

Board |dentifier:

Serial Number In Week:

Firmware Version: |3_0p09_cx_v3532

PCl

Year: 7 Week: 43 (Compatibility Mode)
Sx Controller with PFM

0156

Access Point ID: | b3320025-1b8b-49d3-bbcc-e2b7a85fddcd Target Company:  Sargent
Access Point Type: | SxPx Battery Powered Metwork Interface Device:  DPAC 802.11EGN Zonda
Serial Number: | PCT43D01565F06AA Power Supply: |EHERS
Sync Status: | Pending Lock Body Type: |Sargent 82276 Mortise w/cylinder 8 DB
Last Seen:  07/11/2021 17:22 B
Last Comm Error: 05/06/2021 14:23 o
Confirmed:
DSR Actions Attributes:
Cenfirm Replace Delete Refresh Attribute Value G
Mode Schedule: LS CA Certificate Val... |~ [ N/A
Time Zone Maode Coin Cell Voltage ~|3.25
Always ~ | Primary Only ~ TLS Client Certificate.. ~ | N/A
Battery Status ~ |HIGH
Add Delete l‘lqrn Certificate Val.. |« | N/A s ¥
Download
Holidays | Time Zones | Authorizations | | Settings || Cards | | Complete
Apply

Cancel

Figure 59 - Access Point Quick Config dialog

The configuration data is separated on four (4) tabs.

e Properties tab - designates the Access Point information,
download the various configurations and settings

e Configuration Items tab - defines the mappings of floor
names to floor numbers

e Filters tab - select the filters

e Alarms tab - select the alarms

4.3.2.1 The Properties tab

The Properties tab is the first tab of the Quick Config dialog.
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& Configure OSSI WI-FI IN120 ®

Properties Configuration Items  Filters  Alarms

Mame: |O551WI-FI IN120 Virtual: [ Firmware Version: |3_0p09_cx_v3532

Serial Mumber Information

Motes:
Manufacturer:  PCI

Manufacture Date: | Year: 7 Week: 43 (Compatibility Mode)
Board |dentifier | Sx Controller with PFM
Serial Number In Week: 0156

Access Point ID: | b532d025-1b8b-49d3-bbcc-eb7a85fddcd Target Company: |Sargent

Access Point Type: | SxPx Battery Powered Metwork Interface Device:  DPAC 802.11EGN Zonda

Serial Number: | PCT43D01565F06AA Power Supply: | EHERS

- [Sar 82276 Mortise w/cyli =
Sync Status: Pending Lock Body Type: |Sargent 82276 Mortise w/cylinder 8 DB

Last Seen:  07/11/2021 17:22 %
Last Comm Error: 05/06/2021 14:23 B
Confirmed:
DSR Actions Attributes:
Confirm Replace Delete Refresh Attribute Value n

Mode Schedule: TLS CA Certificate Val... |~ |N/A

Time Zone Maode Coin Cell Voltage ~|3.25
Always ~ | Primary Only ~ TLS Client Certificate.. ~ | N/A
Battery Status ~ |HIGH
Add Delete l‘lqrn Certificate Val... |+ | N/A s ¥
Download

Holidays | Time Zones | Authorizations | | Settings || Cards | | Complete

Aoply Carrcel

Figure 60 - The Properties tab

Name - text box; the name of the panel in Intelli-Site

Notes — multiline text box; any notes about the panel

Virtual - checkbox; when checked the panel is virtualized,
allowing the driver to be brought online without having the

physical panel available

Firmware Version - text box; the version of the firmware
installed on the Access Point

Serial Number Information - group box; the information
contained in the serial number; no fields are editable

Manufacturer - informational; company that made the
Access Point

Manufacture Date - informational; when the Access Point
was manufactured
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Board Identifier — informational; which board

Serial Number In Week - informational; the “in week” of
the serial number

Target Company - informational; company for which this
access point was targeted

Network Interface Device - informational; the type of
network interface device in the Access Point

Power Supply - informational; batteries or PoE

Lock Body Type - informational; describe the lock body of
the Access Point

Access Point ID - informational; the unique identifier of this
Access Point

Access Point Type - informational; the type of Access Point

Serial Number - informational; the serial number of the Access
Point

Last Seen - informational; the last time the DSR communicated
with the Access Point

Last Comm Error - informational; the last time there was a
communication error with the Access Point
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DSR Actions - group box; the buttons used to perform all
necessary Access Point functions

Confrm | _ button; request the DSR confirm this Access Point

ferlece | _ button; initiate a replace request for this Access
Point; when click a Replace Access Point dialog displays,
allowing the user to enter the new serial number

P<e | - button; delete this Access Point from the DSR and
from Intelli-Site

Refish | - button; refresh the data on this dialog

Mode Schedule - table; associates a time zone with a mode;
when the designated Time Zone is active, the Access Point will
be in the corresponding Mode

Attributes - table; the attributes of the Access Point; this table
is empty until the Access Point wakes up and contacts the DSR.
Once loaded from the Access Point, the attributes can be modified
and downloaded along with the settings
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Download - group box; the buttons used to perform all
necessary download functions; when changes to the data that
each button downloads are saved, the color of the button is
salmon; when the download is complete the color of the button is
grey; when any button is clicked the data associated with that
button is downloaded and the data associated with all of the
buttons to the left it are downloaded as well

Holidays| - putton; when clicked the last saved Holidays
settings are downloaded to the panel; holidays are best

managed in kAccess Management View

TmeZenes | _ huytton; when clicked the last saved Time Zone
settings are downloaded to the panel; time zones are best

managed in JAccess Management View

Authorizations | . hytton; when clicked the last saved
Authorization settings are downloaded to the panel;

authorizations are best managed in =JAccess
Management View

sftings| - putton; when clicked the last saved settings are
downloaded to the panel by reading in the default settings
as defined on the DSR and overlaying the customed settings
for this Access Point

Cards| - button; when clicked the cards assigned to the Access
Points managed by the DSR are downloaded to the panel;

cards are managed in iJAccess Management View
- button; when clicked everything is downloaded

4.3.2.2 The Configuration Items Tab

On the Configuration Items tab, define the custom
configuration item settings for this Access Point.
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& Configure OS5I WI-FI IN120

Properties | Configuration ltems | Filters  Alarms

Configuration ltems:

Item

Visible Feedback Enable

Visible Indicators Enable

Value

Audible Feedback Enable

Wait For 2nd PIN Duration (seconds)

Audible Indicators Enable

Duration of Lockout (seconds)

Invalid Attempts Until Leckout

Invalid Credential |dle Reset Time (seconds)

Panic Mode

DOTL Time (seconds)

Session Timeout (seconds)

Scheduler Awake Duration (decaseconds)

Scheduler Hour of Day Map

Scheduling Algorithm

Scheduler Day Of Month Map

Period Scheduler Awakens (minutes)

Scheduler On At Hours:Minutes #2

Scheduler Day Of Week Map

Scheduler On At Hours:Minutes 24

Scheduler On At Hours:Minutes #1

Scheduler On At Hours:Minutes #3

Inhibit Voltage Threshold

Low Voltage Warning Threshold

Mag Card Separator Inclusion

Mag Card Data Offset

[ woy [ [0k ][ Concal

Figure 61 - The Configuration Items tab

If nothing is entered in the Value cell of row, the default value is
used. Go to the DSR panel Quick Config dialog to see what the
value actually is.
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4.3.2.3 The Filters Tab

On the Filters tab, define the custom filter settings for this Access
Point.

Note: For an item to be customized, the integrator must clear the Default
checkbox for that item.

& Configure OS5I WI-FI IN120 X
g

Properties  Configuration Iterns FI|tEf5 Alarms

Filters:

Item Default Reporting Recording ™
Irvvalid PIN
User

One Time

Passage Begin

Passage End
Bad Time
Locked Out

Low Battery
Dead Battery
Battery Replaced
User Added

User Deleted

Emergency

Panic

Relock

Lockout Begin
Lockout End

Reset
Date/Time Set

Log Cleared
DB Reset
Cornrn Started

Comm Ended

Firmware Abot

S SRS R R RS RN RS RS R RS K RS RS S R RS R A Y RS BT RS R B!

HEEEEEEEEEEEEEEEEEEE R E E E S

Oooooooooooooogooooooooo
Oooooooooooooogooooooooo

Firmware Error

[ woy [ [0k ][ Concal

Figure 62 - The Filters tab

Copyright © 2021 OSSI, LLC 71



ASSA ABLOY DSR Panel Guide
4.3.2.4 The Alarms Tab

On the Alarms tab, define the custom alarm settings for this
Access Point.

Note: For an item to be customized, the integrator must clear the Default
checkbox for that item.

¥ Configure 0551 WI-FI IN120 x
Properties  Configuration Items  Filters Alarms
Alarms:
Item Default Security Mode  Passage Mode  Rx Held Mode  LogWhen Sec Passage Mode  Rx Held Mode
MNeone ~
Valid v & | O O O O O
Denied v o O | O O O O
Door Secured hd ] O O O O O O
Door Forced i ] O ] J ] ] ]
Key Override bl ] O O O O O O
Invalid Entry ~ =] O O O O O O
DOTL v M 0 0 O O O O
Low Battery bl ] O O O O O O
REX Held v O | O O O O
Real Time Clock Failure ~| [ O O O O O O
Tamper Alarm bl ] O O O O O O
Tamper Restore = ] O O O O O O
Door Open b =] O O O O O O
Door Closed v | O O O O O
REX Depressed v & O O O O O O
Hardware Failure = [ ] O O O O O
Harvest Failure 2 % O O O O O O
[ tey | [ Ok ][ Conce

Figure 63 - The Alarms tab
4.3.3 Access Point Panel Child Nodes

Every Access Point has four (4) child nodes.

E"'L. Home_PoE_Keypad
G- 4% Inputs
- 4% Outputs
- J] Readers
...;#a Alamms

Figure 64 - Access Point child nodes
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4.3.3.1 Inputs

Expanding the Inputs node reveals the inputs from the Access
Point.

. Home_PoE_Keypad

: - #¥ Deadbolt
{----tl Outputs
- ] Readers
+jt Alams

Figure 65 - Inputs child nodes

Each of these nodes are standard I/O Points. When the DSR
reports the input is on, the corresponding input point is set. When
the DSR reports the input is off, the corresponding input point is
turned off.

There are no unique properties to these points.

4.3.3.2 Outputs

Expanding the Outputs node reveals the outputs from the Access
Point.

. Home_PoE_Keypad
- 4% Inputs

. L4 Disable
1 ] Readers
-t Alams

Figure 66 — Outputs child nodes
Each of these nodes are standard I/O Points. When the DSR
reports the output is on, the corresponding output point is set.
When the DSR reports the output is off, the corresponding output
point is turned off.

There are no unique properties to these points.
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4.3.3.3 Readers

Expanding the Readers node reveals the reader note of the
Access Point.

. Home_ PoE_Keypad
4% Inputs
-4 Outputs

+]-

O O

i---n‘!ﬁ Alamms
Figure 67 - Readers child node

This node is a standard I/O Point. When the DSR reports the
reader is on, the corresponding reader point is set. When the DSR

reports the reader is off, the corresponding output point is turned
off.

There are no unique properties to these points.
4.3.3.4 Alarms

Expanding the Alarms node reveals the various alarms for the
Access Point. Several of the alarms have substates. The first
substate is the “normal” state, the state the point is in when it is
off. The substates give more information about the alarm in
question.
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. Home_PoE_Keypad
t.l Inputs

-4k Outputs

. Feaders

-t Alams

..... ‘M Panel Status
£ Sync Status

----- 44 Pending
----- ¥ Unknown

----- 4+ Cleared

----- 44 Disabled
[.]‘i Batteny

----- 4+ Battery Normal
----- 44 Battery Waming
----- 4+ Battery Critical

Figure 68 - The Alarms child nodes

Each alarm and each substate are simple I/O Points.

Note: The default Alarm Queue settings supplied are the same for both
battery powered and PoE Access Points. Battery powered Access
Points are online for very brief instances. Consider changing the
Panel Status alarm settings for battery powered Access Points so

the Alarm Queue will not be overrun by unnecessary panel status
alarms.
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5 lAccess Management View

ASSA ABLOY DSR can be configured to allow or deny access to
Access Points for an individual cardholder. Intelli-Site treats the
ASSA ABLOY DSR much the same way as any other access control
panel.

Access Management is handled in i3Access Management View.
To switch to ki3Access Management View, click on M~ and
select &3,

nel 4 Cards Holidays & Time Zones  Access Sets

Last Name First Name Card Data  Access Badge

Cardholder Image

Cardholder Data

First Name:

Middle:

Card Data ———
Card Number:
Emboss Mo:
Site Code:
Card Format: City:

PIN Mumber: State: Zip Code:

Days to Log:

Activation
Card Type:
! Activate: 13 July 2021

Elevator Group:

Lang Access: APB Exempt: Expire: | 13 July 2021
Card Number Site Code

Add Delete | | Search = Add Card Range

Import Cards [] Download when saved

Figure 69 - Access Management View

Normal day-to-day activity for this View is card and cardholder
management. That is why the Personnel & Cards tab is the
default tab. But before a card can be added and assighed access,
time zones, authorizations, and access sets must be defined.

Note: This guide will only present information specific to the ASSA ABLOY
DSR panel. To understand Access Management View as a whole, see
the User’s Guide section entitled Access Management View.

5.1 Holidays & Time Zones Tab

The ASSA ABLOY DSR time zones are defined on the Holidays &
Time Zones tab.
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Personnel & Cards | Holidays & Time Zones Access Sets
Holidays Time Zones

- Always

Download Add Download Add

Figure 70 — Access Management View: Holidays & Time Zones tab

Notice there are two (2) time zones that are added when the first
ASSA ABLOY DSR panel is added. They are Never and Always.
Expanding Always reveals that the time zone applies to all days
and all times. Add additional time zones by clicking the | #dd
button. A new time zone is added to the Tree and the properties
dialog for the time zone displays.
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(D [1357] New Time Zone x

Properties

[Nl ew Time Zone| | ID: 1357 S
User Level: | All Access > | Holiday Groups:
Motes:
Day Periods: Day Period Data

Day Pericd

Mon Tue Wed Thu Fri Sat  Sun

Time Periods:

Start Time End Time

Add || Delete |

Add || Delete |

[ ok ]| camcel |

Figure 71 - Time Zone properties dialog

Give the time zone a name that describes what it is. Add a Day
Period. Select the days to which the new day period applies and
add the time periods for this day period. Click in the Holiday
Groups drop list to bring up a Select Tree Item dialog. From
this dialog, select the holiday group that is included in this time
zone.
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Personnel & Cards  Holidays & Time Zones Access Sets

Holidays Time Zones

- Never
- Mlways
i All Days 00:00:00 - 23:59:59
2Rt Shit Time Zone|
- Mon-Fri 07:00:00 - 17:59:59

Download Add Edit Delete

Figure 72 - New Time Zone

The time zones will need to be downloaded.

5.2 Access Sets Tab

All Authorization nodes are defined on the Access Sets tab.
Intelli-Site can manage many different access control panels.
Each panel has its own name for an access entry. ASSA ABLOY
DSR uses Authorization to refer to an access entry definition.

Personnel & Cards  Holidays & Time Zones { Access Sels |
Access Entries

The ASSA ABLOY DSR Panel

Access Sets

Download Download Assigned Cards Add Edit Delete

Figure 73 - Access Management View: Access Sets tab
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In the Access Entries tree view on the left is a tree view of all
the access control panels in the project. In the example, there is
only one, the ASSA ABLOY DSR. Add an access entry by

highlighting the panel node then clicking - | The properties
dialog for the new Authorization node opens.

At this point it is important to consider the different ways the
facility managed by the ASSA ABLOY DSR panel is used. Multiple
access entries can and should be combined to create Access Sets
that are assigned to cardholders. Access entries (access floors)
are never directly assigned to cardholders, only access sets.
Create access entries and access sets that are meaningful and
useful for the facility.

5.3 Personnel & Cards Tab

The Personnel & Cards tab is where cardholders and cards are
added and managed. There is nothing specific to ASSA ABLOY DSR
when it comes to assigning personnel and cards. For questions
concerning this tab, see the User’s Guide.
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6 Project Programming

The various points of the ASSA ABLOY DSR driver and panel can
be used in programming the Project. All programming takes place
in EDesign View.

6.1 Using the ASSA ABLOY DSR Nodes in Evaluation
Grids

The ASSA ABLOY DSR driver, ASSA ABLOY DSR, and Access Point

nodes can be used in evaluation grids. Each has slightly different
selection possibilities.

Edit Screen Object X

Propetties  States

0 1 Insert

-5
Add
€<
Delete
State Properties
Name: |State 1 | [] Lock Object
Point Selection Qual. Oper. 2
3 [1:398] Crisis Controller ~ - ~
“* Mot Applicable ** R R R
“* Mot Applicable ** R R R
-l Lokl s v
Insert Delete
Display Properties Label Properties
Flash To State: | None ~ Font Shadow

Flash Rate {ms): | 1000 < H. Just.: |Center w

mage:[ | Swech: (] labelObject:| | V.ust: [Center

Rotate (deg.): |0 = Effects Popllp X: |0 3 Poplp ¥: |0
Hover Object: | | Howver Text:
Action Target 2
1 [ .
2 Insert
3
4 Delete
5
6 v
Mouse Down  Mouse Up  Active Inactive Mouse Enter  Mouse Leave
Cancel

Figure 74 - Screen Object: Evaluation Grid

6.1.1 The ASSA ABLOY DSR Driver Node

When an ASSA ABLOY DSR driver node is used in an evaluation
grid, the Selection values are:
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e FEnabled
e Disabled

6.1.2 The ASSA ABLOY DSR Nodes

When an ASSA ABLOY DSR node is used in an evaluation grid, the
Selection values are:

e Virtual
e Driver Offline

6.1.3 The Access Point Nodes

When an Access Point node is used in an evaluation grid, the
Selection values are:

e Virtual
e Driver Offline
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Glossary
Access Point the hardware associated with a door such as DPS,
lock, reader, keypad, etc. treated as a unit
DPS Door Position Switch
DSR Door Service Router
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Appendix I - Using ASSA ABLOY Card
Configurations

If the access control credentials (cards) are only being used with
ASSA ABLOY and not expected to be used at any other access
control type panel, and the facility is not using one of the supplied
card configurations, the integrator can designate a card
configuration using ASSA ABLOY’s card configuration numbering
system. These card configurations do not need to be added to the
ASSA ABLOY DSR driver. The driver knows about them internally.
The driver’'s numbering system is similar to ASSA ABLOY'’s
numbering system. See the table below.

Card Format ASSA ABLOY Designation | Intelli—Site Designation
SID 0 CID 32 1 101
SID 0 CID 64 2 102
SID 32 CID 32 3 103
MIFARE Classic 1 K 4 104
MIFARE Classic 4 K 5 105
MIFARE Ultralight 6 106
MIFARE DESFire 7 107
Dallas 8 108
Solid Dallas 9 109
Magnetic 10 110
Password 11 111
PIN Code 12 112
Prox H 10301 13 113
Prox H 10302 14 114
Prox H 10304 15 115
HID 33 BIT Proprietary 16 116
HID 34 BIT Proprietary 17 117
Corporate 1000 18 118
Prox RAW 19 119
Magnetic Track 2 20 120
Corporate 1000 48 21 121
PIV 40 BCD MSB 22 122
PIV 64 BCD MSB 23 123
PIV 75 24 124
PIV 128 BCD MSB 25 125
PIV 200 BCD MSB 26 126
U 1000 56 27 127

Figure 75 - ASSA ABLOY to Card Format number translation table
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Add the Card Format to the Card Data Screen

Locate the desired ASSA ABLOY card format(s) and the
corresponding Intelli-Site definition. This card format must be
added to the Card Format control on the Card Data screen. The
Card Data screen is found by expanding Cardholder Control
then Card Data Screens.

T4 Setup
Constructs
+ System Layout
=1+, Cardholder Control
Access Groups
+-[}] Badges
: - Card Data Screens
"
+-{_| Cardholder Image
+-[| Cardholder Data
-] Card Data
+-{T] Card Activation

Double-clicking on Card Data opens the screen in the editor.
Right-click on the drop-down box next to the label “"Card Format”.
The properties for the Control — Card Format screen object
opens.
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Cardholder Image Cardholder Data
First Name:
Middle:
Last Mame:
Title:
a
CardData ——— Properties
Card Mumber;
Name: |Control - Card Format D: [272
Emboss Mot
Site Code; User Level: | All Access ~
B Location
Card Format® L] Motes:
PIN Number: X Position: |94
Days to Log: ¥ Position:  |271
Card Type: Width: 112
Elevator Group: Height: |23
Long Access: APB Exempt: Displa
Source Field: |[13] Card Format | play
Database Grid: | | ]
Control Type: | Combo Box 0
Values: | 26 bit Standard;;26 Use default value: [
Compass Secure;29 .
32 bit Flex-Pass;;32 Defautt Value:
35 bit HID Corporate;35
pFetption 36 bit Motorola-CTL:36
37 bit HID H10304::37
0551 48;:48
Cance

Figure 76 - Control - Card Format properties dialog

In the Values list box, add the new card configuration using the
format <Name>; ;<Format ID>. The Format ID is the Intelli-Site

driver designation for it. Click to save the changes.

Using Card Formats Larger than 64-bit

ASSA ABLOY supports card formats that are greater than 64-bits.
Only card configurations that are 64-bit can be added to the ASSA
ABLOY DSR driver Card Config properties. Does this mean
Intelli-Site cannot support card formats greater than 64-bits? No!
It does mean that care must be taken when using these card
formats.

Intelli-Site can store card humbers that are up to 64 bits long and
site codes that are up to 64 bits long. This means each card
assigned to a user must have a card number less than
18,446,744,073,709,551,616. The site code must also be less
than 18,446,744,073,709,551,616.
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